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BromeTtpuyecknii TepmuHan yyeta pabodero sBpemern PERCo-CR11

Yeaorwcaemuie noxynameﬂu!

PERCo 6nazooapum Bac 3a ébi60p 060pyoosanus Hawe2o npoussoocmea. Coenas smom
8b100p, Bovl npuobpenu kauecmeennoe uzoenue, KOmopoe, npu coO.00eHUU NPABUL
MOHMAMCA U IKCHIYyamayuu, npociayicum Bamw doneue 200vl.

Llenbio PykoBoAacTBa Mo 3KcnnyaTauuM GUOMeTpUYecKOro TepMmuHana ydeTta pabouero
BpemeHn PERCo-CR11 (panee — pykosodcmeo) saBnsetca obecneyeHne npaBuiibHOM

aKcnnyaTtaumm n Hanbonee NOMHOrO UCNONb30BaHWUSE BCEX TEXHUYECKMX BO3MOXHOCTEWN M3Oenus
PERCo-CR11. PykoBoOCTBO COOEPXMUT pa3denbl MO MOHTaXy M ANarHOCTUKE N3genus.

Mcnonb3yemble cokpawieHus: XXKU — xnakokpuctannndecknin nigukatop (guennen);
UMM — nctounmk nutanus; MO — nporpammHoe obecneveHme.

1 HA3HAYEHUE

BuomeTpuyecknn TepMmuHana yyeta paboyero Bpemenn PERCo-CR11 (nanee — mepmuHari)
MOXET UCMOSIb30BaTbCA B CUCTEME KOHTPONs M ynpaeneHus goctynom PERCo-Web, a Takke B
eanHon cucteme 6Ge3onacHocTM M noBblweHus addekTuBHocTn npegnpusatna PERCo-S-20
(PERCo0-S-20 «lllkona») v npegHasHayeH AOna opraHu3aumm ydveta paboyvero BpeMeEHU U
KOHTpONSA TPyAoBOW AUCUMNIMHLI. [locne COOTBETCTBYHOLWEN HACTPOMKM BO3MOXHA aBTOHOMHas
pabota TepMmHana 6e3 NOCTOAHHOrO NOAKIMIOYEHNS K CEPBEPY CUCTEMBDI.

| BHumaHue!

Bo BHyTpeHHIOIO namsiTb TepMMHana 3arpyxeHa cneumanbHas Bepcusi [10 PERCo-Web,
KoTopas noseonisieT opraHnsoBatb CKY[] Ha ©as3e gaHHoro tepmwuHana, 6e3 cepBepa Ha
otaenbHom [1K.

[ns Havyana paboTtbl co BcTpoeHHon CKY[ agmuHucTpaTtopy HEOOGXoOMMO MCMONb30BaTb
MEHeKEP CUCTEMbI, ANsl Yero Hy>kHo BonTn B Web-uHTepdenc tTepmmnHana ¢ nomoLlbto
KomnbtoTepa no cetn Ethernet (cm. MpunoxeHue 2, n. 2) n B agpecHon CTpoke bpaysepa K
IP-agpecy TepmuHana gobasute Homep nopta 49000 (napa NorvH-naposnb ANS NepBoro
Bxoaa: admin-admin). 3atem Heobxoammo 3anyctutb Web-cepBep 1 cepBep CUCTEMBI.

B panbHenwem gna pabotel B MO goctatouHo BonTu B Web-nHtepdeinc TepmmHana u B
6paysepe Kk IP-agpecy TepmnHana gobasutb Homep nopTta (no ymonyanuto ato :8080). Mpwu
nepBoM Bxoge nonb3oBaTtento OyaeT npennoXeHo cosdaTb napy IOrvH-naponbe Ans
CaHKUMOHMPOBaHMS NOCNeayLMX BXO4OB B CUCTEMY.

BO3MOXHOCTW BCTPOEHHOW cucTeMbl 6e3onacHocTn PERCo-Web orpaHinyeHsbi .

[Mopsi@oK NUUEH3NPOBAHNS, HACTPOWMKN, a TaKKe XapakTEPUCTUKM 1 anroputm paboTsl ¢ N0
nogpobHo onucaH B 3KCNNyaTauMOHHOM  OOKymeHTaumm cuctembl PERCo-Web.
AkTyanbHas Bepcusa dannoB AOCTyNHa B 3MEKTPOHHOM Buae Ha cante komnaHum PERCo
no agpecy: www.perco.ru, B pasgerne lNoaaepxka> [JokymeHTaLums.

TepMuHan uMeeT BCTPOEHHLIN CkaHep oTnevaTkoB nanbues, LeTHon XKW ¢ TauckpmHoMm u gBa
BCTPOEHHbIX CYMTbIBATENA KapT 4oCTyna oopMaToB:

1. HID / EM-Marine, obecneunBaeT cuntbiBaHMe koga ¢ ngeHtudukatopos Proximity ¢ pabouen
yactoton 125 kl'y npomssoactea HID Corporation tuna ProxCard Il, ISOProx I, 6penokos
ProxKey Il (ctangapTHbix dopmatoB HID: 26 6ut (H10301), 37 6ut (H10302, H10304)), a
Takke npoudsoactesa EM-Microelectronic-Marin SA (nanee - EMM);

2. MIFARE c noppepxkon texHonorum NFC, obecneumBaeT cumTbiBaHME:
s npu paboTe ¢ kapTamu MIFARE?:
- nMBo YyHUKanbHoro uaeHTudukatopa (UID) ¢ kapTel unu TpaHcnoHgepa MIFARE
(3aBopckast yctaHoBka)®;

" Orpanunuenusi BctpoeHHon PERCo-Web: KonvmyecTso cotpyaHukos — go 500, nocetutenen — go 500,
nogpasgenenHun — go 100, cobbiTMini — 0O 1 MIH, MakcMMarnbHOe KOmM-BO KOHTponnepoB B cucteme — 10.
Ecnn Bo3moxHocTen pgaHHon BcTpoeHHou CKY[ HepoctaTouHO, Bbl MOXeTe npuvoGpecTy MOMHOLEHHYHO
cuctemy 6esonacHoctn PERCo-Web nnun PERCo-S-20 onst yCTaHOBKM Ha OTAENbHOM cepBepe.

2 MopnepxnBaemMble cTaHgapThl kapT goctyna MIFARE ykasaHbl B pasgene 3.

® B Tom uncne UID ¢ nnaTexHbix KapT ¢ TexHonornen PayPass.
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- NMBO [aHHbIX W3 BHYTPEHHEW NamMATW KapTbl UAWM TpaHcnoHgepa (NpuMeHsieTcs B
cnyyae, ecnun TpebyeTcsa MOBLILWEHHbBIA YypoBeEHb ©e3onacHOCTU, nNpu 3ToMm TpebyeTtcsa
AONOMHUTENbHOE NPorpaMMmnpoBaHne cumtbiBatens us 0).

2 npu pabote co cmapTdoHom Ha OC “Android” ¢ oyHkumen NFC:

- YHUKanbHoro wugeHtudmkatopa (IMS/), npueasaHHoro Kk SIM-kapte TenedoHa

(TpebyeTcs ycTaHoBKa 1 3anyck Ha TenedoHe npunoxeHnss «PERCo. [loctyn»).
a npu pabote co cmapTdoHoMm “Apple” ¢ pyHkumen NFC:

- YHUKanbHoro wugeHtudukatopa (Token), npuBasaHHoOro k ©OaHKOBCKOM KapTe (npwm
NpuBA3Ke HECKONbKUX BAHKOBCKUX KapT OCYLLEeCTBNAETCA cuMTbiBaHue Token Ton KapThl,
KOTOpas akTUBHA B AAHHbLIN MOMEHT).

lpumeyaHue:

Bbibop Toro, kakon n3 cuntbisatenen (HID/EMM vinn Mifare) 6ygeT paboTatb, ocylecTBnseTcs
B Web-nHtepderice TepmmnHana npu Boibope wabnoHa koHdurypaumm (Mpunoxenune 2, n.
4.1). OoHoBpemeHHoOW paboTbl cuuTbiBatenen HID/EMM v Mifare He npeayCcMOTPEHO.

TepMmuHan nogaepxuBaeT (YHKUMW KOHTPOMS npoxoda no BpeMeHW U YHKUMM KOHTpons
nokanbHoM wn rnobanbHon 30HanbHoCcTU (Antipass). B cnyyae HapylweHus yCTaHOBIEHHOMO
BPEMEHHOIO KpUTEPUST KOHTPOIISI UMM NPOCTPaHCTBEHHOM 30HbI KOHTponst Ha XK otobpaxaeTcs
coobLeHne 0 3aperncTpMpoBaHHOM HapyLUEHUW.

2 ycnoBusd 3KCNinyATAUUN

TepmuHan no yCTOMYMBOCTU K BO3AENCTBUIO KNUMATUYECKMX (DAKTOPOB COOTBETCTBYET YCNOBUAM
YXN4 no NOCT 15150-69 (gonsa akcnnyataumym B NOMELLEHUSIX C UCKYCCTBEHHO perynmpyembiMu
KNMMaTU4eCKMMMN YCNOBUAMMN).

JkcnnyaTaumsa TepMyMHana AonyckaeTcs Npu Temnepartype okpyxatowlero sosgyxa ot +1+C go
+40*C v oTHOCMTENBbHOW BNaXXHOCTN Bo3ayxa He 6onee 80 % npu +25*C.

3 OCHOBHbIE TEXHUYECKUE XAPAKTEPUCTUKU

HoMuHanbHOE 3HaYeHWe HANPSHKEHNS MUTAHNS MOCTOSIHHOTO TOKA', B ..., 12
[onycTumble 3Ha4YeHUs1 HANPSXKEHUS MUTAHNSA NOCTOSAHHOMO TOKa, B ......ovvvvviciicieiees 10,8 -14
TOK MOTPEBIIEHUS, A ..o et e et re e e e e e e e e et ettt e e eeeeeeerestaaa e eaaaaeeennes He bonee 0,4
MoTpebnAeMasn MOLLHOCTL, BM .......uuuiiiiiiie ettt e s He Oonee 5
Tunbl KAPT BOCTYNA (BPEMOKOB) ..uieieeeeeieeeeeee e e e e e e e e e e e e e e e e e e e e MIFARE, HID, EM-Marine
MopaepxmBaemble cTaHgapThl KapT goctyna ansa kapt MIFARE:

MIFARE Ultralight (48 byte), MIFARE Ultralight EV1 (48 byte, 128 byte),

MIFARE Ultralight C (144 byte), MIFARE ID (64 byte), MIFARE Classic 1K,

MIFARE Classic 4K, MIFARE Plus (X, S, SE), MIFARE DESFire Ev1
Bo3moxxHoCTb cunTbiBaHus IMSI co cmapTdoHa Ha OC “Android” ¢ doyHkumen NFC ................. na’
BoaMOXHOCTb cunTbiBaHUA Token co cmapTdoHa “Apple” ¢ dpyHkumen NFC ...........oooovveinninnnen. na’
[danbHOCTM cunTbiBaHWS Koda NPy HOMUHANbHOM 3Ha4YeHUn HanpskeHus UMT:

ONA KAPT HID, CM oottt e e et e e e e e e e eaeenes He MeHee 2,5

ONA KAPT EM-MarN€, CM .......coeeeeeee ettt e ettt a e e e e e eaeans He MeHee 5

ONA KAPT MIFARE, CM ...ttt e e e et e e e e e e e e He MeHee 2

YHUKanbHbIX naeHTudukatopos IMSI nnnToken co CMapTAOHA .......ccevvveeeeeeeeeeeeeennnn. oT2006
Yncno oTneyvaTkoB AN KKAOTO COTPYOHMKA ..cevreeriiiiueiieieeaeaeeaaaanseeeeeeaaeeeaaaannnsneeeeaeens He MeHee 5
KonuyecTtBo kapT (MaeHTUdmnkaTopoB cMapTdoHa) ANS KaX4oro COTPYAHUKA .............. He meHee 5
MakcumanbHoe KOnmMyecTBO:

KapT goctyna (MOEeHTUMDUKATOPOB CMAPTMOHA) .oveeeeeeeeeeeeeeeeeee e He meHee 50 000

OTNeYaTKOB MNPU PEXUME «KapTa JOCTYNA + OTNEYATOKY ..oovveveeeeeeeeeeeeeeeeeeennnn He meHee 50 000

OTNEeYaTKOB MPU PEXUME KTOSNBKO OTMIEUATOKY .oeeeeeeeeeeeeeeeeeeeeieeeeeeaeeeeeeeeeeeeens He meHee 10 000

' B kauectse UM pekoMeHayeTCs UCNOoNb30BaTb MCTOYHMK NMOCTOAHHOIO TOKa C NUHEHON ctabunusaunen

HaMpsP>KEHUs N C amnnTyaon Nynbcalui Ha Beixoade He bonee 50 mB.

2 TpebyeTcsa ycTtaHOBKa 1 3anyck Ha TenedoHe npunoxexus « PERCo. floctyn» (6ecnnatHo).
OcyulecTBnseTcs cumTbiBaHme Token 6aHKOBCKOW KapTbl, aKkTMBHOW B AAHHbLI MOMEHT Ha CMapTdOHeE.
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Uncno COBBITUN KYPHAMNA PETUCTPALMM ....evverreeneerennnennnnnennnnsnnnnnsnnnnnnnnnnnsnnnnnnnnnnns He meHee 150 000
CTaHOAPT MHTEPMEMCA CBABM ....ueeeieeeieeeeeeiiiiieeeeeaeeeeasaasieeeeeeae e e e e snnneeeeeeaaens Ethernet (IEEE802.3)
LAV o T 1= o1 oY oS T TR RRRRT na
CPEAHNI CPOK CITYIKODBI, JTEIM ....uuuiiieueuuittiuuaeuettususassassssssssssssssssnsssssssssssssssssssssnssnssssnnsssssnsnssnsnnnnnnnnn 8
Knacc 3awuTbl OT NOpaXeHUs! ANEKTPUHECKNUM TOKOM .......euveeeeeeeeenes [l no FTOCT P M3K 730-1-94
Paamep AnaroHanM KK, MM .........ooooe et e e et e e e et e e e et e e e e eea e eaens 124
aBapUTHBIE PA3MEPDI TEPMUHATIA, MM ......cceeeeeeeeieeeeeeeeeeeeaaeeeeeeeeeaeeeeeeeeeeeeeeeeaeeeeeeeeeeeees 150 56 170
=Tt oz= T =T o] T T2 = = T SO He 6onee 600
lpumeyaHue:

TepMmuHany Ha aTane MNpOM3BOACTBA 3a4aHbl: YHMKanbHbIN dundundecknn MAC-agpec u
ceteBon |P-agpec (ykasaH B Macnopte M Ha nfnate TepMuHana), Macka noaceTu
(255.0.0.0), IP-agpec wnto3a (0.0.0.0). TepmuMHan nogaepXuBaeT BO3MOXHOCTb
obHoBneHus BcTpoeHHoro MO yepes Ethernet.

4 CTAHOAPTHbIA KOMMNEKT MOCTABKMU

Bruometpuuecknit TepmmnHan YPB PERCO-CRT1, LUM. ..........coouueiiiiiiiiiiiiceee et e e eeeens 1
METANINUECKOE OCHOBAHUE, LM, ..ot e et et e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eennns 1
MepeMbIbKa (TXAMMEP), LML ...ccuiiiieee ettt 1
MOHTaXHbIN KOMMNEKT:

JHOOEMU MMACTMACCOBBIE, LUML. ..cevueeieeeeeee e e et e et e e eee e e e e e et e s et e e e s s esa e s st s esaaessan s eaanseranseesnnss 4

LLYPYTIBE, LUIM. e oottt e e e e e e e et e et e e e e eeeeeeee et e e eaaeeeeeessaaa e eaaeeeeenstaanaaaaes 4
= Vo p (] o} AR ) TR PP PP 1
YL Ce)=ToYaloa = To R pTo e (ot n a1z N = 1 T T 1
N T (o= 1= T 77 o T 1

[ononHuTenbHoe o6opyaoBaHue, NOCTaBNseMOe MO OTAeNbLHOMY 3aKa3y:
POE-CIIIIATTEP !, LMY, .ottt ettt ettt ettt et et ee et e e e eee e e e e e e s e e 1

5 KPATKOE ONMMNCAHUE

5.1 YcTtponctBo TepMuHana

TepMuHan BbINOMHEH B NNacTUKOBOM Kopnyce. Ha nuueBor naHenun pacnonoxeH useTtHon XKW
(oucnnen) pasmepomMm 5 AAMOB MO AnaroHanu, ckaHep oTnevaTkoB nanbueB M 0bo3HadeHa
obnactb And npegbaBneHna kapT goctyna (cm. puc. 1). KoHCTpykumsa koprnyca TepmuHana
NO3BOSISIET OCYLLLECTBUTb KaK CKPbITYIO MOABOAKY Kabenewn, Tak N BHELLHIOW, CHU3Y.

B TepmuHane ycTaHOBMEHbl: 3HeproHe3aBuUCMMasi NamsaTb, dHeproHedasucumbii RTC-Tanvep
(4acbl peanbHOro BpeMeHW) 1 3ByKOBOW UHAMKATOP (Nbe3onsnyyarterb).

TepMuHan uMeeT BCTPOEHHble BeCKOHTaKTHble cuuTbiBaTeNu KapTt goctyna dopmaTtoB HID / EM-
Marine n MIFARE.

TepmuHan obecneunBaert:
a  cBA3b No UHTepdency Ethernet (IEEE 802.3);
& noagepxky creka npotokonos TCP/IP (ARP, IP, ICMP, TCP, UDP, DHCP);
a4 NoagepXkKy NpuUKNagHoro ypoBHA npoTtokona obmeHa cuctem PERCo-Web, PERCo-S-20
(PERCo-S-20 «llikona»);
a  HacTtpowky vyepe3 Web-uHtepdenc.
MpegycmoTpeHbl cnegytowme cnocobbl 3agaHusa IP-agpeca, wn3a, mMacku nogcetn TepMuHana

Ha aTane KoHdurypauum cuctemol: paboTta ¢ 3aBOACKMMU HACTpPOMKaMu; pydHOW BBOL; NonyvyeHme
oT DHCP cepsepa (c™m. pasg. 8.5).

! PoE-cnnummep no3BonsieT nogaBaTb NWTaHMe Ha TepMmuHan no cetu Ethernet. Cnnuttep MOXeT
NCNONb30BaTbLCH C CETEBLIMM KOMMYTaTopamu, NogAEPKMBAOLLMMN TEXHOMOIMIO Nepeaayvm 3aNeKTposaHeprum
no suton nape PoE 1 coBmecTumbiMn co ctaHgapTom IEEE 802.3af.



PykoBoacTBO Mo aKkcnnyataumu

PucyHok 1. BHewHun Bua PERCo-CR11

1 — XKW ¢ ceHcopHbIM ynpaerneHunem, 2 — obnactb npeabsBneHnst kapt 40CTyna,
3 — ckaHep oTneyYaTkoB NanbLeB, 4 — kabenb Ethernet, 5 — kabenb nuTaHus',
XP1 — nepeMblyka Bbibopa cnocoba 3agaHus |IP-agpeca

5.2 TMpwHuun pa6oTtbl cuntbiBaTens Mifare

CuuTbiBaTENM 06EcneynBaloT (3aBoacKkas yCTaHOBKa) YTEHWE YHMKaNbHOro naeHtudgukatopa UID
C Kaptbl wunu TpaHcnoHgepa [ISO/IEC 14443 A/IMIFARE; a Takke JTeHMe YHUKanbHbIX
naeHTndmkaTopos co cMapToHoB ¢ pyHkumen NFC.

Kpome TOro, ¢ uUenbl MNOBbILEHUA YPOBHA 6€e30MacHOCTM CUCTEMbI OCTyna npenycMOoTpeHa
BO3MOXHOCTb MUCMOSb30BaHNSA OOMOMHUTENBHON MAEHTUMUKALMOHHON WHGopmaumn D un3
BHYTPEHHEN namsaTu kapTbl unu TpaHcnoHaepa ISO/IEC 14443 A/MIFARE, npu atom Tpebyetcs
OOMNOSNHUTENbHOE MporpaMMupoBaHne (ganee — KoHgbuaypayus) CuvTbiBaTeENs MacTep-KapToun
(pa3g. 5.3).

CuutbiBaHMEe KoOAa MPOUCXOAUT MpU NogHeceHun naeHTudmkatopa K cumTbiBatento. Npu aTom
naeHTumKkaTop MOXET HaxoauTbCa B KapmaHe, B OyMaxHuke wnuM B obOM  gpyrom
MarHMTONpPO3paYyHOM KOHTenHepe (pyTnape).

k CobntopaiiTe NOJNIAPHOCTb NOAKMO4YEeHNA kabens NMTaHNs B COOTBETCTBUM C PUCYHKOM.
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Ocob6eHHOCTU paboTbl co cmapTdoHamu ¢ cbyHkumen NFC:

YT106bl CMapTOoH 1CNONb30BaTb B KaYecTBe MaeHTudumkaTopa 4oCcTyna, HeoOXoaAMMO, YTOObI Ha
Hem Gbina BkNoYeHa pyHkums ncnonb3oBaHnss NFC (B HacTponkax camoro cmaptdoHa).

B cmaptdoHe ¢ OC “Android” B kadecTBe ngeHtudmkaTopa 4OCTyNa UCMOMb3yeTCs YHUKAIbHbIN
noeHtndukatop IMSI — vHomBmayanbHbin HOMep aboHeHTa, accoummpoBaHHbIN ¢ SIM-kapTon
cMapTdoHa, NO3TOMY BO BpeMsi paboTbl MPUMOXKEHNME MOXET 3anpalumBaTtb SOCTYN K KOHTaKTam
Tenecona. MNMpenBaputenbHO Ha cMapTdoH Heobxoammo Hanth B «Google Play» n yctaHoBUTH
6ecnnaTtHoe npunoxeHne «PERCo. floctyn». [1na KoppekTHOM paboTbl NpunoxeHnsa Heobxoamma
Bepcusa OC “Android” 5.0 v Bbiwwe.

B cmaptdoHax “Apple” (OC “0S”) B kavectBe ugeHTuduMKkaTopa MCNONb3yeTcs YHUKanbHbIN
Token, NpuBAA3aHHbIA K OOHON M3 GAHKOBCKMX KapT, SMyNUPOBaHHbIX Ha cmapTdoHe, (T.e. nepea
ucnono3oaHnem B CKY[] Heobxoammo OymeTr Ha cmapTdOHe akTMBUMPOBaTb WMMEHHO 3Ty
©aHKOBCKYIO KapTy), yCTaHOBKa LOMOMHUTENBHOrO NpUoXeHnsa He TpebyeTcs.

Ons wncnonb3oBaHusa cmapTdoHa ¢ dyHkumen NFC B kadecTBe wmgeHTudwukatopa AocTtyna
HeobxoaMMmo:

1. B nporpammHom obecneveHun CKY[ PERCo B pasgenax, kacaloLWmxcs HacTponku paboTkl C
kaptamn MIFARE, BkniounTb (PYHKUMIO MCMOSb30BaHUS cMapTdoHa (Mo yMOM4YaHuK Ha
cuMThbiBaTENSAX M B NporpaMmMmHom obecneyeHun PERCo — Bkno4yeHa).

2. [Nanee Heobxogmmo  co3gaTb  MacTep-kapTy C  OdaHHOW  KOHdumrypauuen u
nepekoHUrypmpoBaTb €10 BCE WUCNonb3yemble B cucteme cuutbiBatenn MIFARE (no
YMOMYaHUIO Ha BCEX CuUMTbIBATEnsAX YCTaHOBNEHa KoHdurypauma pana  pabotbl co
cmapTtdoHamm ¢ NFC).

3. BaHecTn ngeHTudmkaTop co cmapTdoHa B 6a3y AaHHbIX, Kak 00bIYHYHO KapTy AocTyna:
4 BPYYHYO, MONy4MB HOMep wugeHTudukaTopa B CMapTOHE 4Yepe3 MnpuroxeHue
«PERCo. foctyn» (Tonbko Ans cmaptdoHoB Ha OC “Android?);
4 aBTOMATUYECKM NPW  MOMOLUM  KOHTporbHOro cuuthiBaTens PERCo-MRO08,
nogkntoyeHHoro K MK ¢ yctaHoBneHHsim MO PERCo-Web, PERCo-S-20 unn PERCo-
S-20 «llikona».

,El,anee CMapT(*)OH MOXXHO WCNoJ1b30BaTb B Ka4decTBe I/ID,eHTVICbI/IKaTOpa npn npoxogax 4epes
CyMUTbIBaTE N

- [Ona 6onblnHCTBA COBPEMEHHbIX cMapTdoHoB ¢ OC “Android” nocne 3arpysku NpumoXxeHus
«PERCo. [loctyn» Ans ucnonb30BaHUA €ro B KayecTBe uaeHTudumkatopa [OCTaTOYHO
pas3brnokupoBaTb CMapTOH M MOAHECTU €ro K cuyuTbiBaTento (B HacTponkax TenedoHa
obsa3aTtenbHO AommkeH 6biTb paspeweH obmeH gaHHbiMM no NFC). OgHako Ang HeKoTopbIX
Moaenen cmapTgOHOB MOXeT MOHaOobUTLCA KaXabl pa3 nepen noaHeceHMeM OTKpbiBaTb
npunoxeHne «PERCo. floctyn».

- HOnsa cmaptdoHoB “Apple” (OC “iOS”) nocTaTouHO NPUNOXUTL CMaPTOH K CYMTLIBATEMIO, NpU
9TOM CMapTdOH AOMKEH aBToOMaTU4eckn nepentu B pexum “Apple Pay” (pexum onnartbl), U
nponTtn ayteHTudukaumo (“Face ID” unn “Touch ID”). MNMpwn aToM, ecnu K naeHTuduKaTopy B
CKYOd PERCo npuBasaHa 6aHKOBCKasi kapTa, He YCTaHOBMEHHass B CMapTgoHe no
YMOM4YaHuio, TO OOMOMHUTENbHO elle ee npuaeTcs BblbpaTb M3 crnvcka 6aHKOBCKMX KaprT,
NPUBSA3aHHbIX K CMapTOHY.

lpumeyaHue:

B CKY[ PERCo ansa ngeHTndmkaumm ¢ NoOMoLLbI0 CMapTdoHa MCNOMb3YHTCA TONbKO TakMe
AaHHble (kogbl IMSI n Token), kOTopble HUKaKUM 0Bpa3oM He MOryT NoBMAWUSATbL Ha YPOBEHb
6e30nacHOCTN MepcoHarnbHbIX OaHHbIX Brnagenbua, B TOM 4ucre U Ha 6e3onacHoCTb
AaHHbIX 0 6AHKOBCKUX KapTax.

5.3 KoHdurypauumsa cuntoiBatens Mifare

lpumeyaHue:

KOH(*)I/IpraLI,VIFl cuMTbIBaTENS — 3TO MOSTHOCTHIO HE3ABUCUMbIN npouecc, BO BpEMA KOTOPOIro
cyuTbIiBaTenemM UrHopnpyrwTCcAa KOMaHAbl OT TepMuHana.
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Ocob6eHHOCTU paboThbl C MacTep-KapTaMu:

1.

- o

MacTep-kapTbl cnyxat ans nepeHoca hanna KoHurypauumn cumTbiBaTenen n3 Komnootepa B
3HEpProHe3aBUCUMYD MaMATb CYMTbIBATENSA U MPOrPaMMUPYHOTCA C MOMOLLBIO KOHTPOJSIbHOMO
cumntbiBaTens PERCo-MRO08.

BHumaHue!

3anporpammMmpoBaTb  Kak  MacTep-KapTy  MOXHO  TONMbKO  KapTy  cTaHgapTa
MIFARE DESFire Ev1 (nmetoTcs B KoMnnekTe PERCo-MRO08). Mopsigok
nporpaMMmMpoBaHMsl MacTep-KapTbl (Kak MNEepBUYHOM, Tak W BCEX MOCNeayLLnx)
ocywiectensietcsa B 10 cuctem PERCo-Web, PERCo-S-20, PERCo-S-20 «llkona» wn
npvBeaeH B pykoOBOACTBaxX aAMUHUCTpaTopa Ans gaHHbix 0.

Kaxxgasa KkoHdurypaumss cuuTbiBaTeENEN MMEET MOPSAKOBbIA HOMep (Qanee — YpPOBEHb
KOH(purypaumm), KOTopbin aBTOMaTtU4eCKn yBenuunsaeTcs Ha 1 Mpu Kaxaom ee U3MeHeHUn
(Ha MK Bcerga xpaHuUTCs TONbKO TEKYLLMI YPOBEHb KOHAUrypauum).

Mpw 3anuncK KoHUrypaumm cuMTbiBaTenen Ha MacTep-kapTy B HEE 3anuCbIBAETCA U TEKYLLMIA
YPOBEHb KOHUrypaLuu.

CuunTbiBaTENDb C 3aBOACKMMW YCTAHOBKAMM BOCMNPUMET Kak MacTep-KapTy TOMbKO MEPBUYHYHO
MacTep-kapTy (C NepBbIM YPOBHEM KOHGUrypaumn).

CunTbiBaTENb C YCTAHOBMIEHHOMW MONb30BaTeNeM KOHMUrypaumen BOCMPUMET Kak macrep-
KapTy TONbKO Ty MacTep-KkapTy, Yei YpoBEHb Bbille TEKYLLEro YPOBHSI KOHUrypaLmm.

Mocne ycnewHon KOHUrypaumMm cYuTbiBaTeENs UCMOSb30BaHHAs MacTep-kapTa Gorblue He
Oynet SBNSTbCA ANS HEro mactep-kapToil, T.K. Tenepb 3anvcaHHbIi Ha Hee YpOBEHb
KOHUrypauum He GyaeT Bbille 3anMcaHHOro B NaMsiTb CYUTbIBATENS.

AﬂrOpI/ITM nporpammMmumpoBaHus CcyuTbiBaTenen ¢ NOoMoLWbIo MacTep-KapTbl:

1.
2.

3anporpammupynTe B O macTtep-kapTy.

MogHecuTe MacTep-kapTy K cuuTbiBaTento. Ecnn mactep-kapTa KOppekTHa Ansi AaHHOro
cunTbiBaTENA U YPOBEHb KOHMUrypauum ee Bblle, YeM 3anucaHHbIn B CYMTbIBaTEne, TO
cuuTbiBaTENb BOCMPUMET €€ Kak MacTep-kapTy W nepengetr B coctosiHne «OxuaaHve
KOH(urypauum» (CUMHXPOHHOE MUraHMe BCEMM TPEMSA UHOMKaTOopamu, CONpPoBOXOaemMoe
NPepbLIBUCTON 3BYKOBOW MHAMKALMEN).

[o ncteveHns 10 cekyHn nocrie nepBoro NogHeceHus elle pas NogHecuTe K CYMThIBATENHo
3Ty Xe macTep-kapTy. CunTbiBaTenb CYNTAET C HEe AaHHble HOBOW KOHGUrypauuu, 3anuiiet
nx cebe B aHeproHesaBnCUMYO NamMsTb U Ha 1 cek nepengeT B cocToaHne «KoHdurypaums
n3meHeHa» (0gHOBPEMEHHOE 3aropaHne BCex TPeEX UHOMKATOPOB, CONPOBOX4aeMoe 3BYKOBOM
nHaukaumen). lNMocne aTtoro cuuTbiBaTenb nepengetr K paboTe C ycTaHOBKaMu M3 HOBOW
KOHcpurypauuu.

Ecnn B TeyeHune 10 cekyHa He BygeT BTOPOro NnogHeceHMs MacTep-KapThl, TO CYMTbIBATENb HE
M3MEHUT CBOK KOHMrypaumo, nNpu 39TOM [aHHas MacTep-KapTa OcCTaHeTcs And Hero
aencteytowen. CuuTbiBaTenb nepevgetr u3 coctoaHus «OxuaaHue KoHdurypaumm» B
npegblayLiee COCTOSAHUE.

OgHom un3 cTeneHen 3awWuTbl MacTep-kapTbl SBMsieTcss ee naponb. PekomeHgauun no
naponsMm Ang macTtep-kapT MpuBedeHbl B PYKOBOACTBE MO 3KCnfyaTauun KOHTPOSbHOMO
cuntbiBatens PERCo-MRO08. lNMpu KoHdwurypauun cumtbiBaTenss NepBUYHON MacTep-KapTon
YCTaHOBIIEHHbIN Ha 3aBOAE-U3roToBUTENE Naporb ANS MacTep-kapTbl U3MEHSETCH Ha HOBbIN,
3agaHHbIv B 0. MNpu cnegyowen KoHdurypauum cuntbiBaTenb BOCNPUMET Kak MacTep-kapTy
TOITbKO MacTep-KapTy C 3TUM napornem.

Mpy BO3HMKHOBEHUN HEOBXOOMMOCTU U3MEHUTL MApOSib MacTep-kapTbl (Hanpumep, B cryvae
ero BO3MOXHOWN Aguckpeautaumm) sanporpammupyite B MO macTtep-kapTy ¢ MHopmaumen o
nepexofe Ha HOBbLIN Maporib N NepekoHMUrypnpynTe e ece cuuThiBaTenu, B TOM yucne u
BPEMEHHO BbIKMIOYEHHbIE.

lpumeyaHue:

Ecnn kakon-nmbo cuutbiBaTenb (C HEHyneBbIM YPOBHEM KOHwurypauum) He 6bin
NepekoHMUrypupoBaH MacTep-kapTolh C MNepexogoM Ha HOBbIM Napornb, a mnaponb
NMOMEHANCcH ele pas, TO AaHHbI cuuTbiBaTENb Heobxoaumo GyaeT KoHgu2ypuposamb
deaxkObl — CHayana macTtep-kapTov € NpeAblayLnM N3SMeHeHemM napons, a NoToM MacTep-
KapTon C HOBbIM M3MeHeHueM napons. Ecnu mactep-kapTbl ¢ npegbiayLnm n3mMeHeHuem
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napons HeT (noTepsiHa, nepesanucaHa M T.N.), TO AaHHbIA cYMTbiBaTENb HEOoGXoaAMMO
npucnaTtb Ha 3aBOA-M3rOTOBUTENb AN ero cbpoca kK 3aBOACKMM yCTaHOBKaM, NoOCre 3Toro
ero MOXHo OyaeT CKOH(UrypupoBaTb, CO3aB NEPBUYHYIO MacTep-kapTy C NepexofoM Ha
nocrneaHuin naponb. AHanorM4yHo crnegyeT MocTynaTb Npu AoGaBneHMn B CUCTEMY HOBbIX
cyMTbIBaTENEN C 3aBOACKMMU YCTaHOBKaMM.

6 MAPKUPOBKA U YINAKOBKA

TepMuHan nmeeT MapKMpOBKY B BUAE 3TUKETKU, PACMONOXEHHON Ha 3aHEe CTOPOHe Kopnyca noj
MeTanMyeckum OCHOBaHWeM. Ha 3TukeTke HaHeCeHbl: TOBapHbIA 3HaK W KOHTaKTHble AaHHble
nNpeanpusiTUsS-M3roToBUTENS; HaVMEHOBaHME W CEepUNHBLIA HOMEP UW3Oenusl; Mecal W rog
NPOV3BOACTBA; AONYCTUMbIV AMANA30H HaMNPSHKEHMS NUTaHKUA U NOTPEGNAEMbI TOK.

Takke Ha 3agHEen CTOpOHEe Koprnyca TepMuHana HaxOAWUTCS ITMKETKA C YCTAHOBMEHHbIMU MpU
npoussoactee MAC- n IP-agpecom.

TepMI/IHaJ'I ynakoBaH B KapTOHHYH K0p06Ky, npegoxpaHAwLy ero ot nospem,u,eHMM BO BpewmA
TPaHCNOPTUPOBKN N XPaHEHUA.

7 TPEBOBAHUA BE3OINACHOCTHU

MoHTax un TeXO6CJ'Iy)KI/IBaHVIe TeEPMUHaNa OOJXHbl NPONU3BOANTLCA TOJIbKO KBaJ'IVICbI/ILI,I/IpOBaHHbIMI/I
cneunanmcramMmu, nsydynMBLLMMMN HacTosLllee pykoBoACTBO.

x 3anpewaemcs!
& JKcnnyatMpoBaTb TEpMUHaN nMNpu  HanpskeHUM nuTaHus, He COOTBETCTBYIOLLEM
AOMYCTUMbIM TEXHUYECKUM XapaKTepuctukam (cm. pasa. 3).
& JkcnnyatMpoBaTb TEPMUHAN B YCIOBUSX, HE COOTBETCTBYHOLMX TpeboBaHMAM YCrOBUiA
aKcnnyataumm (cMm. pasg. 2).
s /cnonb3oBaTb TepMuHaN B arpeccuBHbIX Cpedax C CoaepxaHueM B aTtmocdepe
KWCIOT, Leno4ven, Macen u T. n.

8 MOHTAX TEPMUHAIIA

BHumaHue!

MopgkntoveHne TEPMUHaNa WU YCTAHOBKY nNepemMblHeK Nnpon3BoAnTb TOJIbKO  MpU
BbIKITFOMEHHOM 060pyﬂ,OBaHl/II/1 N OTKITIOYEHHbIX UCTOYHUKaX NMUTaHUA.

8.1 OcobeHHOCTU MOHTaXxa

Mpun BoIBOpE MecTa yCTaHOBKM U3aenusa HeobXoaAnMO yunTbIBaTb, YTO:

a TepMuHan pekoMeHAOyeTCs MOHTUpoOBaTb, WCXO0AA U3 coobpaxeHuss ypobctBa AN
npvKnagbliBaHMA nanbLeB K CKaHepy, NpeabsiBNeHns KapT AoCTyna, NpocMoTpa MHdopmaumnm
Ha XKW u BBoga mHdopmaumm ¢ nomollbio TadyckpuHa XK. PekomeHgoBaHHasi BbicoTa —
120 - 150 cm oT nona.

a  He pekomeHayeTcsl ycTaHaBnmMBaTb TEPMUHAN Ha PaccTOsSHUM MeHee 1 M OT MobbIX BHELUHNX
cuvTbiBaTENEN M OPYrMX UCTOYHMKOB 3NEKTPOMArHUTHbIX NomMex. brmsko pacnonoXeHHble
MCTOYHUKN SNEKTPOMArHUTHbIX NOMEX YMEHbLUAT AanbHOCTb CYUTbIBAHMS KapT U MOryT
BbI3blBaTb cbon B paboTe ycTponcTaa.

a  YCcTaHOBKa TepMuHana Ha MeTanfnyeckyto NoOBEPXHOCTb U 3a Hee He gonyckaeTcs!

8.2 WHcTpymeHTbI M 060pyaoBaHMe, HeO6XxoaUMbIE ANsi MOHTaXa

a Onektponepdgopartop MowHocTbto 1,2-1,5 kBT;
a4 cBepna TBepaocnnaeHble: @5 MM, 320 Mm;

2  HOX MOHTaXHbIW;

4 YPOBEHb;

& pyneTka 2 m.

lpumeyaHue:

[donyckaeTcsa npuMeHeHWe Opyrux WUHCTPYMEHTOB, HE CHmXawLwmx Tpebyemoe kavecTBO
MOHTaXHbIX paboT.
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8.3 MWUcnonb3yemble kabenu

Mpoknagky kabenenm HeobxooumMO nNpPou3BOAUTL C COOMNOAEHMEM nNpaBun  3KChnyaTauum
3MEKTPOYCTaHOBOK. Tunbl kKabenen, ncnonb3yemble NPU MOHTaXe, ykasaHbl B Tabn. 1.

Mpwn npoknagke kabenen NpuaepXMBanTeChb CreayoLWmnx pekoMeHaauni:

Mpoknagky kabenenm HeobOxogMMoO nNpoM3BOAUTL C COBGMIOAEHMEM MpaBui SKChnyaTauum
3M1EKTPOYCTaHOBOK.

He npoknagpbiBaiite kabenu Ha paccTtosiHum meHee 30 CM OT UCTOYHMKOB 3MEKTPOMAarHUTHbIX
nomex.

lMepeceyeHne Bcex kabenen ¢ CUNoBbLIMK KabensiMm 4onyCcKaeTCsl TONbKO Nog NPSMbIM YITIOM.
JTiobble yonuHeHnst kabenenm OomKHbI NPOU3BOANTHCS TONIbKO METOAO0M ManKu.

lpumeyaHue:

Bo3MOXHble UCTOYHUKN AJIEKTPOMArHUTHbIX NMNOMeEX:

a CyHUTbIBaTersn, b perne nepemMeHHOro Toka,

4 JIMHUK Nepefad NepeMeHHOro Toka, #  TUPUCTOPHbIE PErynaTopbl CBETA,
a 3reKTporeHeparTopbl, 4  MOHUTOPbI KOMMBIOTEPOB,

4 aAneKkTpoaBuraTenu, 4 NIMHUK nepenay KOMMbOTEPHbLIX U

Teﬂed)OHH bIX CUTHarnoB.

Ta6nuua 1. Kabenu, npumeHsieMble NpyU MOHTaXe TepMMHana

Ne KabenbHoe Makc. Tun
Kabens coeauHeHue OnuHa, m
YeTbipe BUTbIE NMapbl HE HWXKE NATON KaTeropum ¢
1 TepmuHan — Ethernet 100 P P 2 P
cevyeHnemM npoBoaoB He MeHee 0.2 MMm~.
BYXUIbHbIV Kabenb ¢ ceyeHnem nNnpoBoJoB He
2 TepmuHan — UM 10 fsy 2 POBOA
meHee 0.75 mm” (Hanpumep, LLUBBIT).

8.4 Tlopsapok MOHTaxa
[Mpyn MOHTaXe TepMMHana NpuaepXxmBanTech cneayroLwen nocnegoBaTenibHOCTU AENCTBUN:

1.
2.
3.

8.
9.

PacnaKyVlTe Kopo6|<y M NpoBeEPbTE KOMMJIEKTHOCTb TEPMUHAnNa.

Onpegenute MecTo yCTaHOBKM TepMUHana.

lMponsseante pasmMeTky W pasfernky OTBEepCTUW Ha YCTaHOBOYHOW MNOBEPXHOCTU AnS

KpenneHnsa MeTannMyeckoro OCHOBaHMS U MNPoOBOAKM kabenen nutaHna w Ethernet

(cm. puc. 2).

MpoBeaute kabenu nutanHma wn Ethernet Kk mMecTy ycTaHOBKM TepmuHana (cm. Tabn. 1).

KoHCTpyKumst Kopriyca TepMuHarna no3BofsieT OCyLeCTBUTb Kak CKPbITY0 NOOBOAKY kabenen,

TaK U BHELLHIOK, CHU3Y.

OcnabbTe BVHT, pacrnofioXeHHbIN B HWKHEW 4acTu Kopryca TepMuHana u Kpensiwun ero K

MeTannm4yeckoMy ocHoBaHUo0. CHUMUTE MeTannnM4yeckoe oCHoBaHue.

3akpenute MeTannmMyeckoe OCHOBaHME Ha YCTaHOBOYHOW MOBEPXHOCTWN C MOMOLLBLIO0 YeTblipex

LUYpYynoB.

Mpn HeobxoaUMOCTM yCTaHOBUTE NepeMblyKy (Axamnep) Ha pasbem XP1 cornacHo pasg. 8.5.
BHumaHue!

! PekomeHaoyeTcss ocTaenaTb 3anac AnvHbl Kabenew, MOAKMIOYEHHbIX K TepMuHany,

AOCTaTOYHbIV ANS OTBEAEHUS TepMUHaNa OT CTEHbl U A0CTyNa K NepeMblYKaMm.

Mogkntounte kabenb NUTaHUA K KNEMMHOWM Konoake +712V Ha nnaTte TepMuHana.

MogkntounTte kabenb Ethernet k pasbemy Ha nnarte TepMuHana.

lpumeyaHue:
Mopsigok noaknoveHns TepMmuHana vyepes PoE-cnnuttep onncaH B MNMpunoxeHun 1.

10. YcTaHoBUTE TepMMHan Ha Mmetaryim4eckoe OCHoBaHME N 3aKpennte ero ¢ NnoOMoLbo BUHTa B

10

HWXXHEWN YacTu kopnyca.
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PucyHok 2. PaameTka oTBepCcTUA AN yCTaHOBKU TepMUHana
(NnyHKTMpPOM noka3saHbl rabapuTbl Kopnyca u MecTo A OTBepPCTUA nop Kabenwm)

8.5 BbIbop cnocoba 3apaHuna IP-agpeca

Bbibop cnocoba 3agaHus IP-agpeca TepmuHana oOCyLeCcTBNAETCS YCTaHOBKOM WU CHATUEM
nepemblvkM (Mkamnepa) Ha pasbem XP1 Ha nnaTe TepmuHana. [na goctyna Kk pasbemy XP1

HeobX0OUMO CHSTb 3aJHIOK0 KPbILWKY TepMUHana, OTBMHTUB 7 BUHTOB. BO3MOXHbI crneayowime
cnocobbl 3agaHus IP-agpeca:

1. lMonb3oBaTtensckui pexum. lNepemblyka cHaTa.

s Ecnu IP-agpec (wno3, macka noacetn) He Obll M3MEHEH nonb3oBaTenem, TepMuHan
paboTtaeT ¢ 3aBoackumun yctaHokamu: IP-agpec n MAC-agpec ykasaHbl B nacrnopte 3l u
Ha nnaTe TepMuHana; macka nogcetv 255.0.0.0; IP-agpec wnto3a 0.0.0.0.

+  Ecnun IP-agpec (wnt3, macka noacetu) Obin M3MeEHeH nofib3oBaTerieM, TO TepMuHan
cpasy, 6e3 nepeknoyeHns NMTaHus, Ha4ynHaeT paboTaTb C HOBbIMU HACTPOWKaMM.

lIpumeyaHue:
M3meHeHne ceTeBbIX HAacTpoek TepMmHana Bo3moxkHo oT MK yepes Web-nHtepdenc nnu
n3 MO. MNpwn sTom TepmuHan u MK gomkHbI HAXOAUTLCS B OQHOM NOACETW.

2. «IP MODE». lNepemblyka B nonioxeHne 1-2.

a1 paboTa B ceTax C AMHaMU4eckum pacnpegeneHuem IP-agpecos, TepmuHan nonydaet IP-
agpec (wnto3, macky nogcetn) ot DHCP-cepsepa.

3. «IP DEFAULT». NepeMblyka B NONoxeHun 2—3.

s TepmuHan pabGoTaeT c 3aBoackumu yctaHoBkamu IP-agpec n MAC-agpec ykasaHbl B

nacnopte Ol n Ha nnate TepmuHana; mMacka nogcetu 255.0.0.0; IP-agpec wnto3a
0.0.0.0.

s [Maponb gns goctyna Kk TepMuHany copackiBaeTcs.

11
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9

KOHOUT'YPALIUA

nOpﬂﬂ,OK KOHCbI/lean,I/II/I TeEpMUHanNa:

1

Mogkntounte UM Kk ceTn ¢ HanpsbkeHMeM N 4acTOTOW, yKasaHHbIMU B ero aKcnnyaTalMOHHOM
AokymeHTaumn. Bknrounte UMM, Ha XKKWN TepMmmnHana nossutca MHAUKaUUS OEXYPHOro pexuma
(cm. pasg. 11.2) — TepmuHan BKIOYEH.

2 TlMogkniountecb k Web-uHTepdency TepmmnHana ¢ noMoLLbio KomnboTepa no cetn Ethernet

(cm. Mpunoxenwue 2., n. 2).

lMpumeyaHue:

KoMnbloTep A0MmKeH HaxoauTbCa B OAHOM NoaceTy ¢ TepMuHanom. [1ng aToro npy nepeom
NOAKMIYEHNN MOXET noTpeboBaTbCA M3MEHUTb CeTeBble HACTPOMKM KomnbioTepa. [Mpu
npounsBoactee TepmuHany BbligaH IP-agpec mn3 10-n nogcetn, nostoMy Heobxogumo
nob6aBuTb B gononHuteneHble napametpbl TCP/IP komnbtoTepa IP-agpec: 10.x.x.x (rae
X-NPOU3BOSIbHbIE YMCria) U Macky noacetn 255.0.0.0. Hanvune Takmx cepBepoB Unu
cnyx6, kak DNS un WINS, He Tpebyetcsa. lMocne nOAKMOYEHUS CeTEBble HACTPOWKU
TepMuHana MOXHO U3MEHUTb Ha PEKOMEHOO0BaHHbIE CUCTEMHbIM agMUHUCTPATOPOM Yepes
Web-uHtepdenc nnm ns o.

3 [anbHenwy KoHpUrypaumo MOXHO nponssoantb nnbo Yepes Web-nHtepdenic, nmbo yepes

pononHutensHoe [M0:

CeTteBoe 10 PERCo-Web:;

CeTteBoe «ba3oegoe 10 S-20» PERCo-SN01 (PERCo-SS01 «llikona»);
CeteBoe «PacwupeHHoe 10 S-20» PERCo-SN02 (PERCo-SS02 «llikona»).

HononHutensHoe O Bbl MoxeTe npuobpectn y oduumanbHbix annepoB komnaHum PERCo.
Tawke ykasaHHoe [10O, nopsgoKk ero NUUEH3NPOBaHWUS U SMEKTPOHHbIE BEPCUN PYKOBOACTB
nonb3osatensa Ha O pgocTtynHbl Ha canTte komnaHun PERCo http://www.perco.ru B pasgene
Moppepxka > NporpammHoe obecne4vyeHune.

BHumaHue!

Bo BHYTpeHHIOO NamMATb TepMUHana 3arpyxeHa cneumansHasa sepcusa MO PERCo-Web,
KoTopasi no3sonsieT opraHnsoBate CKY[l Ha ©a3e gaHHoro tTepmmnHana, 6e3 cepeepa Ha
otaenbHom (K.

Anga Hayana paboTbl co BcTpoeHHon CKY[l agmuHucTpaTtopy Heo6xo4MMO MCnonb3oBaTh
MeHeXXep CUCTEMbI, AN Yyero Hy>kHo BonTu B Web-uHTepdenc tTepmuHana ¢ noMoLLbio
KomnbtoTepa no cetn Ethernet (cm. MNMpunoxeHue 2, n. 2) n B agpecHon CTpoke bpaysepa K
IP-agpecy TepmuHana gobasute Homep nopta 49000 (napa NornH-naposib Ang NepBoro
Bxoga: admin-admin). 3atem Heobxoammo 3anyctutb Web-cepBep 1 cepBep CUCTEMBI.

B nanbHenwem ans pabotbl B 1O goctatouHo BonTtu B Web-nHTepdenc tTepmmHana v B
6paysepe k IP-agpecy TepmunHana gobaButb Homep nopta (no ymonyaHuto 3ato :8080).
Mpn nepBom Bxoae nonb3oBaTento GyaeT NpeanoXeHo co3faTtb Napy fOorMH-Naponb Ans
CaHKLMOHNPOBaHMS NOCNEnyLLMX BXO40OB B CUCTEMY.

BO3MOXHOCTW BCTPOEHHOM cucTeMbl 6e3onacHocTn PERCo-Web orpaniyensi'.

MopsiAoK NULEH3NPOBaHKSA, HACTPOMKKN, a TaKKe XapakTepUCTUKU U anroputm paboTbl C
MO nogpobHO onucaH B 3KCnyaTauMOHHOW AoKymeHTaumm cuctembl PERCo-Web.
AkTyanbHasi Bepcusi (pannos AOCTyMNHa B 9NEeKTPOHHOM Buae Ha cante komnaHum PERCo
no agpecy: www.perco.ru, B pasgene Noapepxka> [JokyMmeHTaums.

' OrpaHuyenus_BctpoerHont PERCo-Web: Konniectso cotpyaHukos — po 500, nocetutenen — go 500,

nogpasgenenHun — go 100, cobbiTMin — 0O 1 MIH, MakcMMarnbHOe KOM-BO KOHTponnepoB B cucteme — 10.
Ecnu Bo3moxHocTen fgaHHon BcTpoeHHou CKY[ HepoctaTouHO, Bbl MOxeTe npuobpecTu MOMHOLEHHYHO
cuctemy 6esonacHoctn PERCo-Web nnun PERCo-S-20 onst yCTaHOBKM Ha OTAENbHOM cepBepe.
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MeHanmep PERCo-WEB 2.0

LHCTHLE

Cepaep cHETEMbI

£ 0 T CODHEDE

HenonpaoBamo NamMATH

PucyHok 3. UHTepdenc meHepxepa CKY[l «PERCo-Web», BCTpoeHHON B TepMUHarn

- P = _

- = O 19131008 Gy W@ ®

PucyHok 4. OkHo Bxoaa Bo BcTpoeHHyto CKY[l «PERCo-Web»
10 OBHOBJIEHUE BCTPOEHHOI O NO

Ona obHoBneHus BcTpoeHHoro MO TepmuHanoB ucnonb3dyetca nporpamma «llpowusamerby,
Bxogdwas BMecTe C pavnamm npowmBok B coctaB 1O «BHympeHHee [10 (npowueka)
TepmuHanog PERCo». AKTyanbHYH0 BEPCUIO MpOorpaMMbl MOXHO CKavaTb Ha canTe WWWw.perco.ru B
pasgene NMoppepxka > NMporpammHoe ob6ecneyeHune. Takke obHoBNEHNe BCTpoeHHoro MO un
dopmMaTMpoBaHMe NamMATM BO3MOXHO npu nomowmn Web-uHtepdpeinica tepmuHana B pasgene
CepBuc (cm. Mpunoxenue 2. , n.8).

11  JKCIMNYATAUUA
11.1 BknwoyeHue TepMUHana

Mopkmounte UM K ceTu C Hanps>keHWem U 4acTOTOW, yKa3aHHbIMW B €ro 3KCrnsiyaTauuoHHOM
AOKYMEHTaLnn 1 BKITYNUTE ero.

Mpn HeobxogmmocTtn nogknioumtecb k Web-uHtepdency tepmmHana no cetun Ethernet B
COOTBETCTBMM C pasg. 9 u npousseanTe KOHUrypaumo TepMmmHana.

Mpn oTcyTCTBMM nogkniodeHus TepmuHana K cepBepy cuctembl PERCo-Web, PERCo-S-20
(PERCo-S-20 «lllkona») BO3MOXHa aBTOHOMHasa paboTa TepMmuHana B pexume «off-liney. Mpwn
3TOM COObITMSA 3anUCbIBaOTCA B NaMATb TepMUHana.

Mpu nopknioveHnn k cepsepy cuctembl PERCo-Web, PERCo-S-20 (PERCo-S-20 «Llikona»)
TepMmuHan paboTaeT B pexume «on-line». MNpn 3TOM cobbiTna 3anucbiBaloTcss B ©6a3y AaHHbIX
cucTembl 6e3onacHoCTw.
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11.2 WNuaukauusa TepmMmuHana

[ocTynHa 3BykoBasi MHOMKaUMsS U nHankaumsa ¢ nomowbio XKK. B Tabn. 2 npeacraeneH nepedeHb
BO3MOXXHbIX CO0DLLEHN, oTobparkaeMbix Ha KKW B pasnnyHbix pexmnmax padoThbi.

lpumeyaHue:

TekcT Hagnucen u coobuieHun, BoiBoaMMbix Ha XK mMoxeT ObiTb uameHeH B O. lMNpu
onucaHMMm B QdaHHOM pPYKOBOACTBE WCMOSb3YOTCA 3HAYeHUs, YCTaHOBSIEHHbIE

NMPOV3BOACTBE.

Tabnuua 2. Unankauusa XXKU

npu

NWHankauuns

Perncrpupyemoe cobbiTne

[exXypHbIA pexum.

09:15:00

Y e
\%) 4 B
| —

Havano ngeHtudmkaumnmn.

P8 L P e
LOKONOa AD

ONO coTpyaHuka 1 BpemMst naeHTudmkaumm
lMpoxon coTpyaHuKa 3apermctpmpoBaH 6e3
HapyLleHUn.

Hasennie He pacnoasans

NONPObywTe CHOBY

2) 0 @

Mpwn HEKOPPEKTHOM CYMTbIBAHUK OTNeYaTka.

Heobxoanmo NoBTOPHO OTCKaHMPOBAaTbL OTNEYaTOK

nanbsLa.
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UHpgukauma Pernctpupyemoe cobbitTue

Coxonos A BbiBOA MH(pOpMaLMKM O HapyLLEeHUU:

0932 1. «Perncrtpaums ¢ HapyLeHEM BPEMEHNY,

PErncTIpagn € napyLLIEHHEM 2. «PeFVICTpaLI,VIFI C HapyuwleHunem 30HallbHOCTU»,

ROEMEHM W I0HANEHOCTI 3. «Peructpauna c HapyLleHneM BpeMeHU 1
30HaNbLHOCTMY.

4. «Bxopg (Bbixon) noBTOPHO®.

5. «HapyweHne 3oHanbLHOCTUY

BBog onpaBaaTenbHOro 4OKyMeHTa

BbiBO4 O0TYETa MO COTPYAHUKY

MeHto HacTpoek

12 YCTPAHEHWE HEUMCNPABHOCTEN

BO3MOXHbIE HEUCMPABHOCTM, YCTPAHEHUE KOTOPbLIX MPOM3BOAMTCS MOKynaTenem, npuBeAEHbI
Hwke. Ecnn HewncnpaBHOCTb yCTpaHUTb He yaanochb, pekoMeHayem o6paTuTbCs B OOWMH U3
CEPBUCHbLIX LEHTPOB KoMmnaHunm PERCo. Cnvcok CepBUCHbIX LIEHTPOB NpvBeaeH B nacnopTe
nsgenus.

12.1 TepmuHan He paboTaeT

MpuyrHamm HemcnpaBHOCTM TepMUHANa MoryT ObiTb:

1. OcnabneHue KpenneHus Knemm kKabenerm B KNEeMMHbIX Koyogkax nnartbl TepMuHana —
NOATSHUTE OTBEPTKON BMHTbI KNMEMMHbIX KOSTOOOK.

2. HeucnpaBHocTb Ul TepmnHana — nposepbTe WM.

3. BbIxoa M3 cTposi 3MneKTpPO-pafuo-3/IeMEHTOB, YCTAHOBIIEHHbIX HA nnaTte TepMuHana —
AaHHbIN TepMUHan HeobxoaMMO nNpuUcraTb B PEMOHT.

15




PYKOBO,EI,CTBO no skcryataunn

12.2 HapyuweHue cBs3un

MprymHaMmn gaHHOM HENCNPABHOCTM MOTYT ObITh:

1. HenpaBunbHO BBeAeH Naponb K AaHHOMY TepMuUHany.

2. HeucnpaBHocTun, cBA3aHHbIe ¢ KOMNbloTepom (c 10, ¢ 6aszamm gaHHbIX U T.M.).
[unarHocTuka JaHHOW HEMCNPaBHOCTM 3aKMovaeTcs B 3anycke KOMaHab!:

ping x.x.x.X, rge x.x.x.x — |P-agpec gaHHoro repmuHana.
Ecnu cBA3b ecTb, TO Bbl yBUAUTE CTPOKM BUAa:
OTBEeT OT X.X.X.X: umcyo Gamr=32 BpeMsa<lOmc TTL=128
Ecnn cB4a3n (oTBeTa) HET, TO NPOBEPbTE NPaBUITbHOCTbL HACTPOWKN MapLUpyTU3aLmm B CETU.

3. HeucnpaBHocTH, cBsA3aHHble c obopyaoBaHuem Ethernet, Haxogawmmca wmexay
KOMNbOTEPOM W TepMuHanom: koHueHTpatop (HUB), kommytatop (SWITCH) u npouee
ceTeBoe o00OopyaoBaHve, BKMtoyasi kabenu cBA3W. [uarHOCTUKa [AHHOW HEeWcnpaBHOCTU
3akno4aeTcs B 3anycke KoMmaHabl:

ping x.x.x.x -1 576,rge x.x.x.x — |P-agpec gaHHoro TepmmHana.
Ecnn cBA3b ecTb 1 cTaHAApTHbIE MUHUMAarbHbIE NakeThbl (576 6anT) He dparMeHTUPYOTCS, TO
Bbl YBUOUTE CTPOKM BUAA:

OTBeT OT X.X.xX.X: umcjyio famr=576 BpeMma<lOmc TTL=128
B gaHHOM crnyvyae MOXHO yTBep)aaTb, 4TO |IP-naketbl He dparMeHTUpYTCa A0 pasmMepa
MeHbLue 576 6anT, 1 BbiIbpaHHOe BaMu NOAKITKYEHNE A0MKHO paboTtaTb. Ecnn nonoxutenbHbIn
OTBET NONYyYNTb HE yAaeTCd, TO BEPOATHEE BCEro Ha Nyt cnegoBaHus IP-nakeToB Haxoautca
CceTeBOe KOMMYTUpYtoLlee obopynoBaHue, doparmeHTupytowlee IP-naketbl 40 pa3mepa MeHbLUe
576 Gant. NpoBepbTe HACTPOWKM 3TOr0 0OOPYAOBAHUA, MPU BO3MOXHOCTU YBENUYbLTE pa3mep
MTU. O6bl4HO 3TOT NapameTp obo3HavaeTca kak MaxMTU vinn IPMTU.

4. Ecnu y Bac BO3MOXHbl HECKOSIbKO BapuMaHTOB KOMMYyTauuu, TO BOCMOSMb3yNTECH
KoMaHgon: ping x.x.x.x -1 576 -t. KommyTupysa pasHbiMu cnocobamu, cMOTpuUTe
Ha BpeMs OTBeTa, Bbibupas coeanHeHune, gatollee MakcmumManbHO BbICTPbIN OTBET.

5. HeucnpaBHOCTW, CBfi3aHHble C TepMMHaNoMm. Bbixog un3 CTpoA  SNEMEHTOB,
obecneynBaloLlWnX CBA3b N0 UHTepdency Ethernet (IEEE 802.3). Ina anarHOCTMKM AaHHOM
HeucnpaBHOCTM obpaTuTe BHUMaHWE Ha ABa WMHOUKATOpa, YCTaHOBMEHHbIE B pasbeme RJ45
noakntovenus Kk Ethernet:

1 LINK — ¢aKkT nogkntoyeHms:
O 3€eNneHbl FopuUT — TEPMUHAN «BUOUT» Nogkrtodenne Kk Ethernet,
O 3eneHbI He ropuUT — TepMUHan «He BUOMT» nogkrntoveHune kK Ethernet;
1 ACT — hakt obmeHa faHHbIMU
O XKEenTbli, MUraeT — TepMMHan «BUanT» obmMeH gaHHbiMK No Ethernet,
O XEenTbll He FTOpUT — TEPMUHAI «HE BUOMT» OOMEH OaHHbIMK no Ethernet.

Ecnn TepmmHan «He BUOUT» nogkrtodeHus kK Ethernet, nogkniounte ero Kk kabento, Ha KOTOPOM
paboTaeT gpyron TepmuHan. Ecnn TepMmyHan «He yBuauT» nogkntoveHue k Ethernet, nnbo cesa3b
C HUM He BOCCTaHaBMMBAaETCH, TO 3TOT TepMuHan Heobxo4MMo NpucraTtb B PEMOHT.

13 TPAHCMNOPTUPOBAHUE U XPAHEHUE

TepmuHan B OpUrMHanbHoOn yrnaKkoBke npeanpuATUSA-U3roToBUTENs AornyckaeTcs
TPaHCMOPTUPOBaTb TOFNIbKO B 3aKPbITOM TpPaHCNOpTe (CaMorieTax, XXene3Ho4OPOXHbIX BaroHax,
KOHTEeNHepax, 3aKpbITbIX aBTOMALUNHAX, TPOMax n T.4.).

XpaHeHne TepMmHana gonyckaeTcs B NOMELLEHUAX NpU TeMnepaType OKpyXXatoLlero Bo3ayxa ot +
1°C go + 40°C 1 3Ha4YeHUn oTHOCUTENBbHOWM BNaxkHOCTK Bo3ayxa 4o 80% npu +25°C.

14 TEXHUYECKOE OBCIYXWBAHUE

TexHNU4ecknn ocMoTp TepMuHana npoBoAUTCA OBCNYXMBAKOLWMM NEPCOHANOM He pexe OLHOro
pa3sa B 6 MecsiLeB 1 BKNOYaeT B ceb5 BbINOMTHEHME CneayoLnx onepauuin:

a2 OUYUCTKM Kopryca TepMUHaNa oT NbIfn, rPS3N 1 NOCTOPOHHUX NPEeLMETOB;

4 [POBEPKM Ka4yecTBa KpenneHus;

4 MpOBEPKM Ka4yecTBa NoaktoyeHnsa kabenen.

OGHGDY)KGHHble npu oCMOTpe HEAOCTAaTKu crieayet HemMeaneHHO YCTPaHUTb.
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NMPUNOXXEHUA

MpunoxeHune 1. MHCTpyKUMA no noaknoYeHUto Yepes PoE-cnnutrep

| BHumaHue!

WNHCTpyKUMA gaHa Ans ChAMTTEPOB BXOASILUMX B KOMMMEKT MOCTaBKM OOMOSIHUTENbHOIO
o6opynoBaHus.

PoE-cnnummep (panee — crniummep) npegHasHadeH Onsi nogavyM NuMTaHus Ha YCTPOWCTBA,
nogkntoyaemole no cetn Ethernet. Cnnuttep pabotaeT ¢ nNobbiMM CETEBLIMM KOMMYyTaToOpamm
(oanee — Switch), nogoepXmnBaloLMMNU TEXHOMOMMIO Nepesadn dMNeKTPoIHeprun nNo BUTOW nNape
PoE v coBmecTumbIMKM cO cTangapTom IEEE 802.3af.

Cnnuttep npegcraBnsgeT cobor OfoK 3MEKTPOHUKM B MNNAcTMKOBOM KOPNyce W CHabXeH
crneaylwmMmn pasbemamu:

Con 1 — pasbem gns nogkrtoyveHus kabensa Ethernet ot Switch.

Con 2 — pa3sbem nogkntodeHns kabens Ethernet TepmunHana;

Con 3 — pa3zbeM BbIxoda NUTaHUA ANg NogknioveHns kabens nutaHmua TepMuHana.

lpumeyaHue:

[na HekoTopbIX Modenen cnnuMTTepa BbIOOP BLIXOQHOMO HAMPSHKEHMS OCYLLECTBISAETCH C
nomoLbio nepekntovarens. Npu pabdote ¢ obopyaosaHmem komnaHum PERCo Heobxogumo
nepeBecTn nepeknovaTenb B NosIoXKeHne «128».

PoE-splitter ~ TCPAP OUT CON2
CONT TCERAPIN 12V CON3
LAN+PoE tcrir | v+
[T
T
Kabenu: PERCo-CR11 12v XT4
1 - euman napa 4=2=0.5 | GND
2 - WBBIM 2=0.75 +12V |
TCP/AP 51

PucyHok 5. Cxema noaknovyeHMsa TepMuHana Yepes PoE-cnnutrep

I'Iop;mox nogaknr4vyeHus

Mpwn NMOAKMIOYEeHNN TepMmnHana yepes  cnauTTep npuagepxmBantecb  cnegytoLlen
nocnenoBaTeNbHOCTU OENCTBUN:

1. Onpepenute MecCTO YCTaHOBKM cnnuTTepa. He ycTtaHaBnuBamte CnNnAMTTEP Ha PacCTOSHUM
Bonee 2 M oT TepMuHana.

2. [MogkniounTe kabenb Ethernet oT TepMmnHana k pasbemy Con2 cnnutrepa.

3. TllogknioumTe Uenu NUTaHusa TepMuHana K pasbemy Con3 cnnuttepa. Cxema noaKnyYeHns
npmBedeHa Ha puc. 5 (WTekep ANs NOAKNIYEHNsT K pa3bemy BXOAUT B KOMMIIEKT MOCTaBKM
cnnuTTepa).

4. TMogkntounte kabenb Ethernet ot Switch k pasbemy Con1 cnnuttepa.
5. Tlocne Bepudumkaumm mexagy Switch n cnnutTepoMm Ha TepMuHan 6yaeTt nogaHo nuTaHue.

[na oTknioYeHua NUTaHua TepMuHana oTcoeauHute kabenb Ethernet (npywwmi ot Switch) ot
pasbema Con1 cnnutTtepa.
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1. BO3MOXXHOCTU WEB-MUHTEP®EUCA

Wcnonb3oBaHne Web-nHTepdeiica no3sonset 6e3 MHCTanmnAauumM Kakoro-nmbo AononHUTENbHOro
MO nponsBoanTb criedytolime OeNCcTBUS, Kak AN camoro TepMuHana, Tak U Ans NoaKmioYeHHbIX K
HEeMy YCTPOMCTB:

N3meHsTb ceTeBble HACTPOMKW, NAPOrb AOCTYNa Y BpeMsi BCTPOEHHbIX YacoB TepMuHana.
3apaBatb napameTpbl cuMTbIBaTENEN U hopmat KapT JOCTyna.

3aHocuTb B NamsiTb TepMUHaNa Homepa KapT AOCTyna M OnpeaenaTb MM HeKOoTopble npasa
poctyna.

MNMpocmaTpuBaTh COBLITUA XypHana peructpaumm TepMmHana u CoXpaHsiTb Ux B doann.
KoHTponnpoBaTb COCTOSIHME TEPMMHANA U NOAKIMOYEHHBIX K HEMY YCTPONCTB, NpoCcMaTpmBaTh
XypHarn cobbITui.

MNpoBoauTb OuarHOCTUKY TepmuHana, popmaTvpoBaHue ero namaTu M OBHOBMEHue ero
BcTpoeHHoro MO (kpome napameTpoB n cogepxaHust Tekcta Ha XKKN).

2. NOOKNIOYEHUE K WEB-UHTEP®ENCY TEPMUHATA

CBaA3b Mexay TepMuHanoMm M KOMMbIOTEPOM oOcyulecTBnsieTca no uHtepdency Ethernet (IEEE
802.3). YbeauTtecb, 4TO KOMMbIOTEP, C KOTOPOr0 OCYLIECTBMNSETCA MOAKIMHOYEHME, U TepMUHan,
HaxoaaTca B ogHow noacetn Ethernet. MoxeT notpeboBaTbCA M3MEHUTb CETEBblE HACTPOMKM
KOMMblOTEPA, HACTPOMKM ucnonb3yemoro Opay3epa M npoBepuTb paboty cetn. IP-agpec
TepMuHana ykasaH B nacrnopTe v Ha nnaTte TepMmvHana.

Onsa nogkntoyeHusa kK Web-uHtepdency TepmmHana:

1.

OTtkpovite Web-6paysep (Hanpumep, Internet Explorer).

lpumeyaHue:

Web-nHtepdenc tectnpoBanca B coBMecTtHon pabote ¢ Web-6paysepamun: Microsoft IE
Bepcun 10 unu Bbiwe, Google Chrome Bepcun 32 vnu Bblwe, Mozilla Firefox Bepcumn 32
unu Beiwe, Opera Bepcumn 30 unu Bolwe, Microsoft Edge v ana MacOS Apple Safari 9 vnn
Bolwe. [lpyn wucnonb3oBaHuM [Opyrmx Opays3epoB W YyCTapeBLUMX BEPCUA BO3MOXHA
HekoppekTHaa pabota Web-untepdeiica.

BHumaHue!

Ona nogknoyeHns k Web-uHTtepdpericy TepmmnHana ¢ nomolubto 6paysepa MacOS Safari
HeobXx0ANMMO HaCTpPOUTb KOOMPOBKY NS dharna NpoCcToro Tekcta (cMm.pasgen 9).

2. Beeawute B agpecHyto cTpoky IP-agpec TepMuHana u HaxmuTe kHonky Enter Ha knaBmatype.

Mpu HeobxoguMmocTM BBeauTe nNaponb AocTyna K TepMuHany. o ymonyaHuo napornb
OTCYTCTBYET.

OtkpoeTcss rnaBHas cTpaHuua Web-nHtepdeiica TepmmHana. Ha rnaeBHoW cTpaHuue
oTobpaxaeTca MoAenb, KoHdUrypaums, ceTeBble HACTPOMKM TepMuMHana W Bepcus
BCTpoeHHoro MO. MNpu kaxxgown 3arpyske rnaBHOM CTPaHWULbI HA HEW OTOOpaXKarTCca TekyLue
AaHHble, CYUTaHHbIE C TepMuHana. CTpaHuua nmeeT cnegyowmnn Bua:

Ceeway cefail 12 AT 04
IF aeraiir 1F29T 1104
L ST Oz 17 0rEs
LAink i FEE 255 O O
T Pteloac] PERCO-CRIT
) e
Wersom opp 1021 T3
Yarsion web 10321
Ukafines LA T EH R LR CHA TR B TR

s e Tt HIDELin
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Ha cTpaHuue MOXHO BblAENUTL CreayoLINE SIEMEHTbI:

1. [MaHenb 3aronoBka CTpaHuWLbl COAEPXUT NoroTun komnanum PERCoO n KHomMku Bbibopa s3bika
Web-nHtepderica. Haxatnem Ha norotun komnanmm PERCO ocyliecTBnsaeTcsa nepexon Ha
rnaBHYyO CTpaHuuy 13 apyrux pasgenos Web-uHtepdgenca.

2. bokosasi naHenb Haeuraumm Web-nHtepdeica. lNMNaHenb MMeeT cnegyroLyo CTPYKTYpPY:

«Hacmpodkuy «Bpemsi»
«Cemb»
«Cepeep»
«lMaponb docmynax
«Dopmam Kapmbi»

« TepmuHan YPB» «[lpuduHbI»
«513bIK Oucrines»
«Bx00d/Bbix0d»
«KoHuzaypayusi» «LllabrioH»
«Pedakmuposamb» « TepmuHan YPB»
«Cyumbieamernuy
«@unbmpsbi cobbimuti»
«[Jocmyn» «BpemeHHbIe kpumepuu» «BpemeHHbIe 30HbI»

«lpa3dHuyHbIe OHU»
«HedenbHbIe epathukuy

« CKonb3suwuti noOHes8HoU »

« CKonb3suwuti noHeoesibHbIU»

«lNonb3osamernu»

«Cobbimus»
«CocmosiHue»
«Cepsuc»

3. Pabouyas obnactb cTpaHuLbl.
3. HACTPOUKA

3.1 M3meHeHne CUCTEMHOro BpeMeHUn TepMunHasna

,D,J'IFI M3MEeHEHNA BpeMeEHNU:

1. Haxmute B meHto Web-uHtepdenca: Hactponku > Bpemsa. OTtkpoeTcss cTpaHuua C
paboyen obnacTbio cnegytowero suaa:

Oata 209012018
Bpeun i Iy
BpeueHHAN 10H GIT+3 (FAcscow) ¥

CHHYPOHHIMPOEITE C TH:

2. B nonsax eeoga flaTta, BpemMs nameHuTe yCTAaHOBMNEHHbIE 3HAYEHMS.
3. Bbibepute HeobxoamMmoe 3HaveHue aAna napametpa BpemeHHas 30Ha.

4. [N CMHXpOHM3aUMW BPEMEHM W [aTbl TEPMUHANa C YCTAHOBMIEHHbIMM MapameTpamMu Ha
nogknodeHHoMm K Web-uHTepdency KomnbloTepe ycTaHoBUTe NaxoK Yy napametpa
CuHxpoHusumpoBaTthb ¢ MK:.

5. Haxmute KHOIMKY COXpaHVITb. BHeCeHHble M3MeHeHUs 6yﬂ,yT COXpPaHEHbI.

20



Web-uHTtepdenc PERCo-CR11

3.2 WN3meHeHMe ceTeBbIX HACTPOEK TepMUHana

MNpv nocTaBke TepMUHaN UMEET crieytoLne 3aBoACKME YCTaHOBKM (ykasaHbl B nacrnopTte nsgenvs
M Ha HaKnenkax Ha caMoM TepMUHane):

4 yHukaneHbIn MAC-agpec 00-25-0B-xx-xx-xx, [e xx — 4Y1UCno oT 00 o FE;
4 yHUKanbeHbIN IP-agpec 10.x.x.x, rae x —4uncrno ot 0 go 254;
a4 Macka nogcetm 255.0.0.0.

,D,J'IFI M3MEHEHUNA CETEBbLIX HACTPOEK TEPMUMHAA:

1. Haxmute nocnepgosatensHo B meHio Web-uHtepdgenca: Hactponkun -> Cetb. OTkpoeTcs
cTpaHuua c paboyern obnacTbio cneayowero Buaa:

IPagpec: [0 o o o
Macxa ceTH: o ||:| |I:| |I:|
LLIMkDE cemiA ] |I:| |EI |'II

CoOXpaMHTs

2. B nons Beoga IP-appec, Macka nopgcetun, WWnw3 cetu BBeguTe HOBblE 3HAYEHUA
CeTeBbIX MapamMeTpoB TEpMMHana.

3. Haxmute kHonky CoxpaHuTb. HoBble ceTeBbIE HACTPONKM ByayT COXpaHEHbI B TEPMUHArE.
3.3 WN3meHeHMe HacTpoekK cepBepa
[nsa nameHeHns HacCTpoek ceBepa BbIMOMHUTE crieayowmne JencTBus:
1. Haxmute B mMeHio Web-untepdenca: Hactponku -> CepBep. OTKpoeTcs cTpaHuua C
paboyen obnacTbio cnegytowero suaa:
Appec CEpBEDA; 0000
WnppoEaHME: S5 v

2. B OTKpbIBLLEMCS OKHE NMPOM3BEANTE HEOOXOOUMbBIE U3MEHEHUS A11S NapaMeTPOB:
s B napameTpe Aagpec cepBepa 3agaETcsa agpec cepBepa;
a1 B napametpe WudpoBaHune 3agaétcsa cnocob wmdposanus: Het unm SSL.

3. Haxmute kHonky CoxpaHUTb. BHeCeHHble nameHeHnst 6yayT COXpaHeHbI.
3.4 3apaHue napona gocTtyna K TepMuHany

Mo YMOI4YaHWKO Naposib AOCTyNna K TepMUHany He 3agaH. [nsi cMeHbl Unn 3agaHnst HOBOIroO napong:

1. Haxmute B MmeHio Web-untepdenca: Hactponkm - [Maponb poctyna. OTkpoeTtcs
cTpaHuua c paboyen obnacTbio cnegyroLlero suaa:

HoOBkRIA Mapas. EEERE
MogrespaMTe NAPONL: TTILL
LoXpAHMTE

2. B none HoBbIM naponb BBeaWTe HOBbIN Maporb TepmuHana, B none MoarBepauTe
naponb BBeAUTE Naposib NOBTOPHO 4151 MOATBEPKAEHNS MPaBUITbHOCTM BBOAA.

3. Haxmute kHonky CoxpaHuTb. HoBbI Naponb 6yaeT coxpaHeH B TepMuHane.
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3.5 ®opmaTt cuuTbiBaHUA NAEHTUPUKATOPOB KapT

| BHumaHue!

a1 /IsmeHeHWe paHHOro napameTpa Mpu YyXe BBEOEHHbIX kapTax [ocTyna npuBedeT K
TOMY, YTO perncTpaumsa no aTMm Kaptam 6yaeT HEBO3MOXHA.

a  [lpu nogknoYeHun K TepmuHany, pabotaswemy nog ynpasneHmem O cuctem PERCo,
Tekywmin doopmaT MOXeT ObITb HE NokasaH (He BygeT BblIbpaH H1 oguH M3 doopmaTtoB). B
3TOM cny4ae popmaTt cunTbiBaHus ngeHtTudmkatopos kapt meHaTs SAMPELLAETCA.

[ns Bbibopa popmaTa cunTbiBaHUS MAEHTUDOMKATOPOB KapT AOCTyna:

1. Haxmute nocneposatenbHo B meHio Web-uHtepdenca: Hactponku > ®dopmart KapT.
OTkpoeTcs cTpaHuua ¢ paboyven obnacTtbio cneayroLero Buaa:

Pesum palors

Wiegand 26 -
CHHTIEATEA g £

LOXDaHHTE

2. C NOMOLLUBbIO pacCKpbiBaOLEerocAa cnmcka Pexunm paGOTbI cuMmTbiBaTenen Bbl66pl/ITe oAaunH
13 NpeasioXkeHHbIX opmMaToB N HAXXMUTE KHOMKY COXpPaHUTDb.

3.6 TepmuHan YPB

3.6.1 MpuynHbI Nnpoxoaa He no rpaduky

[N HaCTPOMKN NPUYNH:

1. HaxmuTte nocnegoBartensHo B MeHio Web-uHtepderica: Hactponkn > TepmuHan YPB >
MpuunHbl. OTKpoeTCcA cTpaHuua ¢ paboyen obnacTblo cneaytoLlero suaa:

HolanHTE

MpWYiHEl TpOXoGa He N MpagHKy

MpH4rHS 1
Mpusdnkaa 2
Mpr4uma 3
Mpit-iiE &

MpHdRES 5

2. [ns poGaBneHus HOBOW MPUYUHBI HAXMUTE KHOMKY Jlo6aBUTb, AMs U3MEHEHUs napamMmeTpoB
NpUYMHBL MW €e ypaneHust HaxmuTe B paboyer obnactu cTpaHuubl Ha CTPOKY C €ro
HanmeHoBaHueM. OTKkpoeTca okHO NMpuynHa npoxoaa He no rpaduky:

MNpyvdisa npoxoga we no Fpadky .

LOEpEHMTE TN T

3. B OTKpbIBLLEMCA OKHE BBeaAUTe Ha3BaHMe NMpPUYnHbLI.

4. [Ons pobaBneHns NMpuunHbl U Nepefady U3MEHEHHbIX MapaMeTpoB B TepMMHam HaxmuTe
kHonky CoxpaHuTb. OkHo MpuunHa npoxoaa He no rpaduky GyaeT 3aKkpbITo.
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5. Ons Bbixoga u3 okHa MNMpuunHa npoxoaa He no rpaduky 6e3 coxpaHeHus 13 eHun
HaXXMUTE KHONKY OTMEHUTBb. Takke 3aKpbITb OKHO MOXHO Mpu nomoLum kHonkn Close .

6. [ns yoaneHus NpuYvHbl U3 cnucka Haxmute B paboyert obnactu cTpaHuLbl HAa CTPOKY C ee
HauMeHoBaHMeM, OTKpoeTcsl okHO MpuynHa npoxoaa He no rpaduky. Haxmmute KHoOmnky

Ypanutb. OkHo MpnunHa npoxoaa He no rpacduky byaet 3akpbiTo, BbiOpaHHas npuynHa
Oynet ynaneHa.

3.6.2 A3bIK gucnnesd

,D,J'IFI HaCTpOVIKM A3blKa aucnrnesa BbiNONHUTE criegyrouimne nencTeus:

1. Hactponkn > TepmuHan YPB - Asbik gaucnnea. OTkpoeTca cTpaHuua ¢ paboden
obnacTbio cneaytoLero Buaa:

HaklK =
awcnnesn: bt

CoXDaAHHTS

2. B oTKpbiBLLIEMCS OKHE C MOMOLLbIO BbIMaAaloLLLEero crnncka BbibepuTe A3blK Aucnnes.
3. Haxmute kHonky CoxpaHuUTb. MIameHeHHble napameTpbl GyayT nepeaHsbl B TepMUHarn.
3.6.3 Bxoa/Bbixon

,D,J'IFI HaCTpOVIKM napameTpoB BXOO0B U BbIXOO0B:

1. Haxmwnte nocneposartenbHo B MeHio Web-nHtepderica: Hactponkn > TepmuHan YPB >
Bxoa/Bbixoa. OTKpoeTcH cTpaHuua ¢ pabovern obnacTtbio cnegytowero Bnaga:

BpeseHHIR
I0HI )
[ Fi=TsF

BpEMeHHIR
A0 HA 1
Wi B LD

2. B oTkpbiBLIEMCS OKHE Ans napameTpoB BpemMeHHasi 3oHa Bxoga U BpemeHHas 30Ha
BbIXofa C nepekntovaTterns BbioepuTe HOMep BPEMEHHOWN 30HbI.

3. Haxmute kHonky CoxpaHUTb. VIaMeHeHHble napameTpbl OyayT nepeaaHsl B TepMuHan.

4, KOHOUTI'YPALIUA

41 LWa6noH KoHcurypaumm TepMmuHana
I BHumaHue!

Mpn ob6HOBNEHMM KOHUrypauum no wabnoHy npoucxoaut cbpoc npegbiayLen
KOHUrypauum tepMmHarna K npegycMOTpeHHbIM ANng AaHHOro wabnoHa napametpamM “no
ymornyaHuio”. Tlpy 9TOM CINCOK 3arpyXeHHbIX MOEeHTUUKATOPOB KapT 4OCTyna, a Takke
CBsI3aHHble C HAMW JaHHble Mornb3oBaTenen, npasa 1 NapameTpbl 4OCTYNa COXPaHAKTCS.

Ona tepmnHana PERCo-CR 11 pocTtynHo ABa wabnoHa KoHurypaumm:
* Buomerpuyeckum cuntbiBaTenb + cuutbiBatenb HID/EMM;
BuomeTpuyeckui cumtbiBaTenb + cuntbiBaTenb Mifare.

,uﬂﬂ N3MEeHEeHUA KOHCbVIpraLI,VII/I TeEPMUHanNa:

1. Haxwmwute nocnegoBaTtenbHo B MeHo Web-uHTepdenca: KoHdurypauma-> LLaGnoH.
OTkpoeTcsa cTpaHuua ¢ paboyen obnacTtbio cnegyroLlero suaa:
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WasnoH
BHOMETOUMECKA CHMTRIESTEND + CHMTRIBaTENE HIDVERM

BHOMETOWYELEAN CUMTRIBATEN + CYUNTRIBATENE MILErE

2. B pabGoden obnactu ctpaHuupbl BblibepuTe Heobxoammbli BapuaHT KoHdwurypauun. CmeHa
wabnoHa KoHdurypauumn moxeT 3aHMMaTb A0 30 cekyHa.

4.2 HacTtpouka napameTpoB pecypcoB TepMUHana
421 TepmuHan YPB

[na HacTponkn napameTpos UNY:

1. HaxmuTte nocneposatenbHo B MeHo Web-untepdpeiica: Kondurypauma - PepaktupoBatb
- TepmuHan YPB. OTtkpoeTca cTpaHuua ¢ paboyen obnactbio cnegytowero smaa:

Honep Tiar WY

1 MAKCH

2. ,D,J'Iﬂ N3MEHEHNA NapaMeTpoB HaXXMUTE Ha CTPOKY C HAMMEHOBaHNEM. OTKpOGTCFI HOBOE OKHO:

HECNOAHNT A0l JCT RO TR 8
| Diflugiae gocrym ! facren Bo HEEDID AR -

JauHTa OT NPQEFGAYS HAPT
fasmianace]

[ L]
MNepcoManasLMAT

Epaan sniinin O Cepaepl AN

Bpama oTofplbHiE

Conpansite b T

3. B oTkpbiBLIEMCS OKHe Ha BKknagkax O6wmmn goctyn v [loctyn no HanpaBneHuio
npou3BeanTe HeobxoaMMble U3MEHEHMS NapaMeTPOB.

4. Haxmute kHornky CoxpaHuTb. OkHO OyaeT 3akpbiTO, M3MEHEHHble napameTpbl OyayT
nepegaHbl B TepMuHan.

5. Onsa Bbixoga 6e3 COXpaHEeHWUs! BHECEHHbIX W3MEHEHWA HaXMUTe KHOMKy OTMeHUTb unu
kHonky Close .
4.2.2 CuutbiBaTenu

[na HacTporku napaMmeTpoB CUMThIBATENS:

1. Haxmute  nocneposaTtenisHo B MeHw  Web-uHTepdenca:  KoHdpurypauums ->
PepaktupoBatb > CuutbiBaTtenu. OTkpoeTca cTpaHuuya ¢ pabodern obnacTbio
crnepytoLlero Buaa:

dotapuTes

HHTEpeNe Mopr
Homep s de Ty L My HanpamneHne
1 rsz32 1 1 1
2 oD ) 1 1
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2. Ana poGaBneHns cunTbiBaTENSA HAXXMUTE KHOMKY lo6aBUTL, ANA N3MEHEHUSA NapaMeTpoB UNn
yoaneHnss cuutbiBaTenss HaxmuTe B paboderr obnactM cCTpaHuubl Ha CTPOKY C  €ero
HanmeHoBaHueM. OTKpoeTcHd OkKHO CunTbiBaTenb:

Homep: 2 y
Hnrepdenc casan:  Morpho Y
MopT NOAKMONENKA ! 5

MchoarMTENRMOS

YCTPORCTOO
Manpagaewne i v
Morpho
Nonowenne ceMcopa v
BeponTHocTh
HOCAMKLMONMPOBAMNMOrD v
AonycHa
DopMaT oTNEMATHA v

YARANTE LOXPANMTS JTMENNTE

3. B oTKpbiBLLEMCS OKHE Npon3BeanTe HeobXxoanMble U3MEHEHNSA NapamMeTpoB:

a B napameTtpe Homep 3agaértca Homep gobaBnsemMoro cynTbiBaTens;

a1 B napameTpe UHTepchenc cBA3n 3a0aétca nHTepdenc nnu TMn CHNTbIBaATENS;

« B napameTpe MopT nogkniovyeHUAa 3agaeTcsa nopT BblbpaHHOro MHTepdenca mnn agpec
Ha wuHe (RS-485 / Wiegand);

s B napametpe WcnonHuTenbHoe YCTPOUCTBO 3agaetcd Homep WY, kK koTopomy
NPVBA3bIBAETCH CYMTbIBATEND;

+ B napameTtpe HanpaBneHue 3ajaetca HanpasneHwe WY, K KOTOpOMYy MpuBA3bIBaETCS
cunTbIBaTEND;

Morpho

a B napametpe lNonoxeHue ceHcopa 3aaeTcs NofoXeHue, B KOTOPOM cunTbiBaTens byaet
Npou3BOANTL MAEeHTUMKaUM 1 Bepudukaumio Ansg nanbua ¢ Y4€TOM ero BO3MOXHOMo
pa3BopoTa;

a2 B napameTpe BepoATHOCTb HeCaHKLUMOHUPOBAHHOIO AOMyCKa 334aeTCsl BEPOATHOCTb
HeCaHKLUMOHNPOBAHHOro Aorycka (owunbka nepBoro pofa), BblpaXeHHoe B MpoueHTax
4YUCIIO0 JOMNYCKOB CUCTEMOW HEaBTOPU3OBAHHbIX MWL,

a1 B napameTpe PopmaTt oTneyaTka 3agaetcsa popMmar oTneyaTKoB.

Trassir

B NnapameTpe SSL 3agaeTcsa BknoveHMe WwWndpoBaHna obmeHa ¢ cepepom Trassir.

B NapameTpe Aapec 3agaetcsa cTpoka ¢ IP-agpecom cepepa Trassir.

B napameTpe MopT 3agaeTcs HoMmep nopTta cepsBepa Trassir.

B NnapameTpe Maponb 3agaeTcd naponb Ang asTopu3aumm Ha cepsepe Trassir.

B napametpe lMonoca ABMXeHUs 3a0aeTcs HOMepP MOMOCbl ABWXKEHUA ANA AaHHOro
HanpasneHus NY;

1 B napameTpe KaHan 3agaetcs ctpoka ¢ ID kaHana cepsepa Trassir.

4. Ina poGaBneHnss cuyuTbiBaTend C Ha3HAYE€HHbIM HOMEPOM W nepefadn M3MEHEHHbIX
napamMmeTpoB B TEPMUHAI HaXMUTe KHOMKy CoxpaHuTb. OkHO CumnTbiBaTenb OyaeT 3aKkpbITo.

5. [insa BbIxoga u3 okHa CunTbiBaTernb 6€3 COXpaHeHUA U3MEHEHUN HAaXXMUTE KHOMKY OTMEeHUTb.
Taike 3aKpbITb OKHO MOXHO Npu nomoLum kHorkn Close [:]
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6. ns yoaneHus cuyvTbiBaTeNsl U3 CMCKa HaXxmuTe B paboyeit o6rnacTu CTpaHuLbl HAa CTPOKY C

ero HaumeHoBaHWEeM, OTKPOeTCs OKHO CuutbiBaTenb. Haxmute kHonky Ypanutb. OKHO
CuntbiBaTenb OyaeT 3akpbiTO, cunTbiBaTEb OyOeT yaaneH.

! BHumaHue!

Mpn HeobXoAMMOCTU BO3BPaTUTLCA K 3aBOACKMM YCTAHOBKAM MO YMOMYaAHMIO MOXHO,
nepesarpyams WabnoH koHdurypauum (cm. n.4.1).

4.2.3 PUnNbLTPbI COOLITUN

[nsa HacTporkn mnbTpoB COObLITUI BbINOMHUTE Criefyowme 0encTBus:

1.

2.

3.

26

Haxmute nocnegoBatenbHo B MeHiwo  Web-untepdenca: KoHdumrypauma >
PepgaktnpoBatb 2> ®unbTpbl cobbiTun. OTKpoeTcs cTpaHuua C paboyen obnacTbio
cnepgyoLlero suaa:

Hokiap KaTercpus Kag MY HafpagnsHae CoXpaHeHe

JanHme OTCYTCTEVION

Ana pobGaBneHnss HoBoro unbTpa HaxXmutTe KkHOMKy Jo06aBUTb, AN WU3MEHeHUs
napaMeTpoB UNN yaaneHust unbTpa HaxxmnTe B paboyeit 06nacTu cTpaHuLbl Ha CTPOKY C ero
HaumeHoBaHneM. OTKpoeTcs OKHO PUNbTP:

Honmep | -
HaTeropwa:  SLOCTY0 00 Qe ThgsinaT oy -
Hog: [Mpoxog .

HentAduTENuHSE
YCTRORCTOOD -

O DAMENT D F N T

B OTKpbIBLLEMCA OKHE npou3segnTte HeobxoaMMble N3MEHEHUS napameTpoB:

B napameTpe Homep 3agaetcs Homep cpunbTtpa (oT 1 oo 20);

B napameTpe KaTteropus 3agaetca kateropumto cobbiTus;

B napameTpe Kop 3agaetcs koa cobbiTus;

a1 B napameTtpe UcnonHutenbHoe yCTPOMUCTBO 3agaetca Homep UY, kK KoTopomy npuBsa3aH
cunTbIBaTEND;

+ B napameTtpe HanpaBneHue 3ajaetca HanpasneHwe WY, K KOTOPOMY NpuBA3bIBaETCS
cunTbIBaTEND;

a B napameTtpe [locTyn 3ajaeTcsa BanMaHOCTb NOMb30BaTENS: 3anpeLleH Unm NpocpoYeH;

a B napameTpe NMonb3oBaTtenb 3agaeTca TN nonb3oBartens: noceTutens / cotpyaHuk / TC;

1 B napameTpe TpeBOXKHOCTb 3a0aETCH TPEBOXHOCTbL: Aa UMK HET,;

+ B napametpe HapyweHue BpemMeHuM 1 HapyweHue mecTononoxeHus 3agaeTcd

BO3MOXHOCTb HapyLUEHUSI BPEMEHWN UM MECTOMNOSTOXEHUS: A UNN HET;

s B napametpe HapyweHue wuaeHTUdMKaUMM 3agaeTcs  NpUuMHA  HapyLUEHUSA
noeHTUdUKaUUKN: HeT KapTbl / HeT nanbua / He Ta kapTa / HEU3BECTHbIA naney / HeT
oTnevyaTkoB nonb3osaTtens B B[;

a B napameTtpe MNoarBepxaeHue 3agaeTca cnocob noaTBeEPXXAEHMSA: oguHapHoe / ABONHoe /
HapyweHune-HeT UID / HapyweHue-HenpasunbHbii UID / ABOWHOE C HapylleHnem — HeT
UID / pBoviHoe C HapyweHueM — HenpaBunbHbin UID / HapyweHne — B3nom / 3anpet
komaHgou MAay;

s B napameTtpe Bepudmkauua 3agaetca Bepudpukauma: noarBepaeHne / 0Tka3 CyYeTumk
npoxogos / otkaa MAY / otkas BBY / otka3 O / TanmmayTt Bepudumkaumm / HeT oTBeTa
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cYéTumk npoxoga / Het otBeTa NAY / HeT otBeTa BBY / HeT oTBeTa 10O/ HapyweHne —
B310M;

a B napameTpe CoxpaHATb 3a4aeTcd BO3MOXHOCTb coxpaHeHusa B B[l cobbitns, ecnu oHo
npoxoamt 4epes unbTp (coBnageHWe BCEX YCTAHOBMEHHbIX Monen dunbTpa C
COOTBETCTBYIOLWMMM MONAMM B CcOObITMM (ecnu  Kakoe-nmbo none B uUbTpe He
YCTaAHOBIIEHO, TO CpaBHEHWA MO HeMy He npousdBogutcs)). Ecnn B none "CoxpaHatb"
ycTaHoBUTb "pa", To Takoe cobbitne Oyaet coxpaHeHo B B[l, B npoTMBHOM cny4yae He
Oyper.

4. [ns coxpaHeHus punbTpa HaXXMUTE KHOMKY CoxpaHnTb. OkHO PUNbTP OyaeT 3aKpbITO.
5. Ons Bbixoga 13 okHa PunbTp 6€3 coXpaHeHUs1 U3MEHEHUN HaXMUTE KHOMKYy OTMEeHUTb.
Takke 3aKpblTb OKHO MOXHO npu nomoLum kHornku Close [:]

Ona yoaneHunss punbTpa M3 cnucka HaxmuTte B paboden obractn CTpaHuubl HA CTPOKY C €ero
HaMMEHOBAHMEM, OTKPOEeTCs OKHO PunbTp. Haxmute kHomky Yaanutb. OkHo dPunbTp Oyaer
3aKpbITO, BblOpaHHbIM uUNbTp OyaeT yaaneH.

5. OOOPMJIEHUE OOCTYIMNA

5.1 BpemeHHble KpuTepumu

51.1 BpeMeHHble 30HbI
EcTb ABe npenonpenenéHHble BpeMeHHbIe 30HbI - Ne1 - «Hukorga» n Ne2 - «Bcerga».
[1nsa HacCTpomkn BpeMeEHHbIX 30H BbIMOSHUTE crieayloLlme encTBus:

1. Haxmute nocneposaTtensHo B MeHiwo Web-uHtepdenca: Hdoctyn > BpeMeHHble
Kputepun > BpemeHHble 30HbI. OTKpoeTcs cTpaHuua ¢ paboyen obnacTbio criegyowero
BMaa:

r-;u:::::: NeEpeon BEACTEHR

! Humtrza

2 Boerna

3 OO0 - 0140
3 04:50 - 0330
319 0320 = 20:25
el 00 10 - 040
531 01:50 « 0330
513 00 10-- 0140
532 01750 « 0330

2. [Onsa pobaBneHns HOBOW BPEMEHHOW 30Hbl HaXMuTe KHoMKy [o6aBuUTb, NS M3MEHeHUs
napamMeTpoB BPEMEHHOW 30HbI UNK ee yaaneHusa HaxmuTte B paboyern obnactn cTpaHuubl Ha
CTPOKy C ee HanmeHoBaHnem. OTKpoeTcs OKHO BpeMeHHble 30HbI:

Homep 30mE

HaYaAs NEpHooE j |

CHos Y kS RSP0 i -

CoxpanHTk I TREHIATE
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3. B oTKkpbIBLIEMCS OKHE Npou3BeanTe HEOBX0aANMbIE USMEHEHUSI NapaMETPOB:
a B napameTpe Homep 30HbI 3agaeTcs NopsAKOBbI HOMEP BPEMEHHOW 30HbI;
= B napameTpe B napameTpe Hayano nepuoga 3agaetcs gata Hauyana nepvoaa;
= B napameTpe OKOH4YaHue Nepuoaa 3agaeTcs KoHel, nepuoaa.

4. [0na coxpaHeHWsi BpEMEHHOW 30Hbl U Mepeaayn napaMeTpoB B TEPMUHAN HAXMUTE KHOMKY
CoxpaHutb. OkHO BpeMeHHbIe 30HbI OyaeT 3akpbITO.

5. Onsa Bbixoga M3 okHa BpemeHHble 30Hbl 6e3 COXpaHEHWUs1 U3MEHEHUN HaXMUTE KHOMKY
OTMeHnTb. Takke 3aKpbiTb OKHO MOXHO Mpu NoMoLLn KHonkn Close [:]

6. [ns ypoaneHus BpeMEeHHOW 30Hbl U3 Cnucka Haxmute B pabodyen obnactu cTpaHuubl Ha
CTPOKY C €€ HaMMEHOBaHWEeM, OTKPOEeTCs OKHO BpeMeHHble 30Hbl. HaxmuTe KHOMKy
Ypanutb. OkHO BpemeHHble 30Hbl OydeT 3aKkpbiTO, BbiOpaHHas BpeMeHHasd 30Ha Oyner
yaoaneHa.

5.1.2 Mpa3gHnYHbIe AHK
[lnsa HacTponkn npasgHUYHbIX OHEN BbINONHUTE crieayowmne 4encTBus:

1. Haxmute nocneposaTtensHo B MeHio Web-uHtepdenca: Hdoctyn > BpeMeHHble
kputepun > [pas3gHuyHbie pHU. OTKpoeTcss cTpaHuua C paboyenn 06NacTbio
cnegyollero Bmaa:

T TR
IR LE ] 1

DAP0TR 1
gan L2018 |
frgtagE 1
O DA b |
DR 1
DRNAZOE 1
i A R 1
20018 1
FADIINE 1

s RRRFIFL iRl |

2. [ns pnoGaBrneHust HOBOro NpasgHMYHOrO AHA HaxmuTe kHonky [lo6aBuTb, ONS U3MEHeHUs
napaMeTpoB NpPasgHMYHOMO AHS UMW ero yaaneHus HaxmuTe B paboyert obnactu cTpaHuubl
Ha CTPOKY C ero HanMmeHoBaHueM. OTkpoeTcsi okHO Mpa3aHUYHbIE AHU:

-

BU Ma Tu We Th Fr L

Tan 1 ]
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3. B OTKPbIBLUEMCA OKHE Bbl6epVITe Aaty um Tun npas3gHuka.

4. [na coxpaHeHWss M3MEHEHUN W nepedayn napaMeTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHutb. OkHo Mpa3gHnYHbIe AHM OyOeT 3akpbITO.

5. [Ons Bbixoga m3 okHa lMpa3gHuYHbIe AHU 6e3 COXpaHEHUs U3MEHEHUN HaXMMWUTE KHOMKY
OTMeHUTb. Takke 3aKpbITb OKHO MOXHO npu nomoLum kHonkn Close [:]

6. D,J'IFI yoaneHnda npasgHM4YHoro AHA M3 Crnnucka HaXmute B paGoqul obnactn CTpaHuubl Ha
CTPOKY C €ro HammeHoBaHWeM, OTKpoeTcsi OkHO lMMpa3gHuYHbIe AHWU. HaxmuTe KHOMKy
Yaanutb. OkHo Mpa3aHnYHble AHK GyaeT 3aKkpbiTo, BbiOpaHHbIN AeHb OyaeT yaaneH.

5.1.3 HepenbHble rpacpukun

[ns HacTporkn NpasgHUYHbBIX OHEN BbINONHUTE criedyrowme eACTBUS:

1. Haxmute nocneposaTtensHo B MeHiwo Web-uHTepdenca: Hdoctyn > BpeMeHHble
kputepun > HepenbHbin rpadumk. OTKpoeTcss cTpaHuua C paboyen o06NacTbio
cnegytollero smaa:

AoBaENTE

Houmep rpadmea et BeEatE HHIA JOHD
1 TTOHE TS b 1
1 ETopHMK 1
1 Cpena 1
1 HeTaed 1
1 TETHILS 1

i g T .
i MpaagHng 7 |
1 I'pasgyisg 8 1

2. [Ons pobasneHus HOBOro HeAeNbHOro rpaduka HaxkMmTe KHomnky [lo6aBuUTb, ANS U3BMEHEHNS

napameTpoB rpaduka unm ero yaaneHus Haxmurte B paboyen obnactu cTpaHuLbl Ha CTPOKY C
ero HavmeHoBaHvieM. OTKpoeTcsl OkHO HepgenbHbIN rpaduk:

Hepsnnbii rpadiee .

HoMmep
rpaduea’

Dene:  [oHegensHm L

BpemenHan .
L] 100

L O NGEHHE TS LT TS

3. B oTkpbIBLLEMCHA OKHE NpoOU3BEaUTE HEOOXOANMbIE N3MEHEHMWSI NApPaMeTPOB:
=+ B napameTtpe Homep rpadmka sagaet Homep rpadmka;
s B napameTpe [leHb 3ajaeT AeHb Heaenu;
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4.

5.

a B napameTpe BpemeHHas 30Ha No3BonsieT BbIbpaTb HOMEP BPEMEHHON 30HbI.

[na coxpaHeHWst M3MEHEeHW W nepedayn napaMeTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHutb. OkHo HepenbHbIN rpaduk OygeT 3akpbiTo.

[na Bbixoga u3 okHa HepenbHbIN rpadmk 6e3 coxpaHeHUst U3MEHEHUN HAXXMUTE KHOMKY
OTMeHUTb. Takke 3aKpbiTb OKHO MOXHO Mpu nomoLum kHonkn Close [:]

[na ynaneHusa HegenbHOro rpadmka M3 cnvcka Haxmute B pabodent obnactn cTpaHuubl Ha
CTPOKY C €ero HauMeHOBaHMeM, OTKpoeTcs OkHO HepenbHbiM rpacgpmk. HaxmuTte KHOMKy
Yaanutb. OkHo HepenbHbIn rpadmk OyaeTt 3akpbiTo, BbIOpaHHbI HeaenbHbIV rpadmk byaeT
yAaaneH.

514 CKonb3swWwun nogHeBHOMN rpacumk
,D,J'Iﬂ HaCTpOVIKM CKOJb34Lliero nogHeBHoro rpachKa BbINOJTHUTE Ccreaywine Ll,eI7ICTBI/IFIZ

1.

3.

30

Haxmute nocnegoBatensHo B MeHio Web-untepdpenca: [octyn > BpemeHHble
Kputepnn—->CKkonb3awmnm nogHeBHoM. OTKpoeTca cTpaHuua Cc paboyen obnactbto
cnepyoLlero suaa:

AoBapHTh

Homep

&Hb BpeMEHHIR J0H3
rpadKa H B

1 1 1

[ns noGaBreHnss HOBOrO CKOMb3SILLEro NoAHEeBHOro rpadmka Haxxmute kHonky Jlo6aBuTh,
ANS MU3MEHEHUs MapameTpoB rpacdvka UnM ero yaaneHusi Haxmute B paGodyen obnactu
CTPaHULbI Ha CTPOKY C ero HammeHoBaHneM. OTKpoeTcst OkHO CKONb3AWMUNA NOAHEBHOM:

CxoARIAUMA NOSHEBHOR [ x|

Homep
Fpadgeiia;

Havano: 27/12/2018

HeHn:

BpemeHHan
JIOHAL

LoXpaMNHTE LT AE T

B oTkpbIBLIEMCS OKHE Npon3BeauTe HEOOXOAMMbIE U3MEHEHWNSI NapamMeTpoB:
B napameTpe Homep rpacmka 3agaetca Homep rpaduka;
B napameTpe Hauyano 3agaetcsa gata Hadana AencTeus rpadouka;
B NnapameTpe [leHb 3adaeTcs KONM4YeCcTBO AHEN ANs AaHHOro rpaduka;
B napameTpe BpemMeHHas 30Ha 3agaeTca HOMep BPEMEHHOW 30Hbl AN BbibBpaHHOro OHA
rpacuka.
[na coxpaHeHWss U3MEHeHWn W nepedadyn napaMeTpoB B TEpPMUHAN HaXMUTE KHOMKY
CoxpaHuTtb. OkHOo CKonb3AWMM noaHeBHOW ByaeT 3aKpbITO.

[Ona Bbixoga u3 okHa CKONb3AWMWA NOAHEBHOW 0e3 COXpaHEeHUs WU3MEHEHUN HaxMuTe
KHONKY OTMeHUTb. Takke 3aKpblTb OKHO MOXHO npu nomoLum kHornkun Close [:]

[na yoaneHnst ckonb3dwero nogHeBHOro rpadmka M3 cnucka Haxmute B paboyen obnactu
CTPaHUUbl Ha CTPOKY C €ro HaMMeHOBaHWEM, OTKPOETCs OKHO CKONb3AWMW NOAHEBHOM.
Haxmute kHonky Yaanutb. OkHO Ckonb3fiwmn nogHeBHOM OyaeT 3akpbiTO, BbiOpaHHbLIN
rpacouk 6ygeT yoaneH.
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5.1.5 CKonb3AwWun noHeaenbHbIN rpaduk
[lnsa HacCTponKn ckonb3sLero NoHe4eNbLHOro rpadorka BbiNOMHUTE cneaylowme 4encTBus:

1.

5.2

[na HacTporku MHdopMaLmK O NoMNb3oBaTeNAX BbINONHUTE cneayowme OeiCTBUS:
1.

Haxmute nocnegosatensHo B MeHio Web-untepdpenca: [octyn > BpemeHHble
Kputepumn > CKonb3AWMN noHeaenbHbINn. OTKpoeTCcsa cTpaHuua ¢ paboyen obnactbto
cnepgyoLlero suaa:

NadapkTh
Hauep HegensHiiA
FpaMK Hegenn ————
1 1 1

[na no6aBneHnst HOBOrO CKONb3ALEro NoOHeAEeNbHOro rpaduka HaxmuTe KHonky [lo6aBuTh,
ANA U3MEHeHMs napameTpoB rpaduka unv ero yganeHuss Haxmuite B paboder obnactu
CTpaHuMUbl Ha CTPOKYy C ero HaummeHoBaHuMeMm. OTkpoeTcss OkHO Ckonb3Aawun
noHegenbHbIN:

CHONBIALHH NOHE Q8 NbHbIH ’

Hanep
rpacHKa;

Hasano: 27/12/2018
Hegenn: 1

HegensHBIH
FRadgyik

CoXpaHHTR OrrmeHiiTh

B oTKpbIBLLEMCH OKHE NPOU3BEAUTE HEOOXOANMbIE U3MEHEHMWS NAapaMeTPOB:

= B napameTtpe Homep rpadumka 3agaetcs Homep rpaduka;

1 B napameTpe Havyano 3agaetcsa gaty Hayana gencreng rpadouka;

B napameTpe Hepensa 3agaeTcs KonMYecTBO Heaenb AN AaHHOro rpaduka;

a1 B napameTtpe HepenbHbIN rpadmk 3anaeTcss HOMEP BPEMEHHLIX KpUTEPUEB HEAENBHOrO
rpadouka ans sbibpaHHOM Heaenu.

[na coxpaHeHWss M3MEHEeHWn W nepedayn napaMeTpoB B TEPMUHAN HaXMWUTE KHOMKY
CoxpaHuTtb. OkHO CKONb3ALWMIM NOHeAeNbHbIN OyaeT 3aKpbITO.

[na Bbixoga M3 okHa CKonb3siwMn noHepesnbHbIN 6e3 COXpaHeHUs UBMEHEHUIA HaXMUTE
KHOMKY OTMeHUTb. Takke 3aKpblTb OKHO MOXHO Npu nomoLun kHorku Close [:]

[nga yoaneHusa ckonb3swero NnoHeaenbHoro rpadumka n3 cnmcka Haxmmte B pabodern obnactu
CTPaHULbl Ha CTPOKY C €ro HauMeHoBaHMEM, OTKPOETCs OKHO CKOMb3AWMUM NoHeAeNbHbIN.
Haxmunte kHonky Yaanutb. OkHo CKonb3AwWMM noHeaenbHbIN GyaeT 3aKpbiTO, BbiIOPaHHbIN
CKOMb3ALWUIN NoHeAenNbHbIN rpaduk OyaeT yaaneH.

NMonb3oBaTenu

Haxmute nocneposaTensHo B MeHw Web-uHtepdpenca: Ooctyn —> [llonb3oBaTenu.
OTkpoeTcs cTpaHuua ¢ paboyen obnacTbio criegytoLero smaa:
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AdofapnTe COpoCHTe anTunacces
AWKy MT el o]
128 Hynoa 11 M
128 Mocemitens C O

2. [Ona poGaBneHwss HOBOro nonb3oBaTens Haxmute kHonky [lo6aBuTb, NS M3MEHeHUus
nHcopMaLmm O nonb3oBaTene Unn ero yaaneHuns Bblbepute HeoOXoaAMMOro nonb3oBaTens B
paboyen obnactu ctpannupbl. OTkpoeTcs okHO NMonb3oBaTenb:

s | Sty -

FIHAHEsSrafnHiue ARAES

I Déusbhad | Difgjism FMpasa

Awch et wme D STIETS

Deir  Asewcangbon £ A

¥ ENEHTE oKD o T T

3. B oTkpbiBlLIEMCA OKHe Ha Bknagkax OcHoBHoe, O6wue npaBa, UHauBMAayanbHble npaBa
npounsseanTe HeobXxoamMMble N3MEHEHUS NapaMeTPOB.

4. C nomouibto Bknagku KapTbl BblganTe nonb3oBartento naeHtudunkarop. [nsa atoro:
Beoa ngeHTMdMKaTopoB OT CYMThLIBaTENs:

» [lpeobaBuTE KapTy OQHOMY M3 CUYMTbLIBATENEW, BXOASALMX B KOH(Urypauuio TepmuHana.
OTkpoeTcsi HoBOe OKHO BBOA KapThl:

i
Howmep sapTe: 3547613 |
|

YEANHTE CoxpakinTe s TS

[na coxpaHeHns mnaeHTudukatopa Haxxmute kHonky CoxpaHuTb. OkHO BBoAa KapTbl
OyoeT 3akpbITO, naeHTUUKaToOp KapTbl NOSIBUTCS B paboyen obnactn CTpaHuubl.

BBoa naeHTUdmKaTopoB BPYYHYVYIO:

» B pabGouyen obnactu cTpaHuubl HaXXMUTE KHOMKY BBOoA Bpy4YHYlo. OTkpoeTcs okHO BBog

KapThbl:

Homep kapTel: (1234

CoXpaMHTe CrmeHe T
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» B none Homep kapTbl BBEAMTE maeHTUdUKATOp KapTbl. HaxmuTe kHonky CoXpaHUTb.
OkHo BBOA KapTbl OyaeT 3akpbiTo, MOeHTUDUKATOP KapThbl NOSIBUTCS B paboyeit o6nacty
CTpaHuUbI.

Mpy HEOGXOAMMOCTH aHanorM4YHo AobaBbTe Apyrue KapThbl.

5. C nomouwpto Bknagkm OTnevyaTkm nNpuUCBoONTE Nonb3oBaTtento otneyaTku. [ns aToro:

s Haxmute kHonky BknwumTb pgobGaBneHue u nogHecute naney K CYUTbIBAKOLWEMY
YCTPOUCTBY.

a [Ina yaaneHus Bcex OTNeYaTKoB HaXMuTe KHornky Yaanutb Bce. Bce otnevatkm 6yayt
yAaneHbl U3 TepMuHana.

s [Ins ynaneHunsa otneyatkoB ¢ kapTbl Mifare Haxxmmute Ounctutb Mifare n nogHecute kapty
K cumTbiBaTeNto. OTneyaTkm C kKapTbl OyayT yoaneHsol.

s [1na 3anncu otnevaTtkoB Ha kapTy Mifare Haxmute 3anucatb Ha Mifare v nogHecuTe kapTy
K cumTbiBaTeNto. OTneyaTkm n3 6asbl TepMuHana 6yayT 3anncaHbl Ha KapTy.

6. [na coxpaHeHWss WM3MEHEeHUM W nepedadn napameTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHuTb.

6. CObbITUA

[lna npocmoTpa XypHana cobbITUil perucTpauum TepMuHana:

1. Haxmute B meHio Web-nHtepdenica: CobbiTusa. OTkpoeTcsa cTpaHula ¢ pabo4dent oonacTbio
crnegywoLlero Bmaa:

DYHCTHTE SHARTE
Nara CoBniTHE
2312 20148 CradC TR COlpITHA Ay Pl
123930 PEHCTRLHH
MNepooe PaMLe MNonse

2. Mo ymonyaHuio oTobpaxaloTcss Bce cOoDbITUA, XpaHswuecs B namsatyv TepmuHana, no 20
cobObITUIA Ha cTpaHuue. [ns nepemelleHuss No cTpaHuMuaMm cnucka cobbiTuii UCMOonb3ynTe
KHOMKM, PacnofiOXEHHbIE B HWXHEW 4acTu pabouen obnactn. CobbiTvs B pabouyen
obnactu cTpaHmubl oTobpaxaroTcs B 00paTHOM XPOHOMOrMYeCcKOM nopsake.

3. VmeeTcs BO3BMOXHOCTb BbIBOPKM B OTYET COBLITUIA MO KaTeropusmM 1M nNo BpemeHu. [ns atoro
HaXXMUTE KHOMNKY PUNbLTP, OTKPOETCA OKHO PURBLTP:

-~

Kareropun: Bubparo mareropw
Havano 4 ,01/2000 0 0
Ahanayona
Kowey awanasowa: 11712/2089 3 by

psmeHn T JTMEMHTS

4. B packpbiBatowiemca cnucke Kateropusa otmeTbTe dnaxkamm Kateropum cobbiTuin, KOTopble
Heobxoanmo otobpaxaTb B oTyeTe. [JoCTynHbI cneayroLmne kKateropmm cobbITUi:
s JlocTyn no naeHtucdunkatopy;
[JocTyn 6e3 ngeHTuduKaTtopos;
N3meHeHune coctosiHum O3;
N3meHeHUe cocTOAHUN BXoAoOB/ BbIXOAOB;
PYHKLMOHUPOBaAHUE;
CepBuc.
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5.
6.

7.

C nomouwsto nonen Hayano guanasoHa n KoHew Anana3oHa yCTaHOBUTE Nepuog otyeTa.

HaxmuTte kHonky MpUMeHUTb ANns NpUMeHeHust punbTpa, KHomky OTMEeHUTb A5 OTMEHbI
BHECEHHbIX B HEr0 U3MeHeHu. OkHO PUNbLTP 3aKpoeTcs, B OT4ET OyayT BbiBeAEHbI COObITUS
B COOTBETCTBUM C YCTAHOBKaMu punbTpa.

Ana ypaneHusi Bcex cobbITMM M3 NamsaTh TepMuHana HaxmuTe KHomKy pabodeint obnactu
CTpaHuULbI.

COCTOAHUE

[na npocmoTpa COCTOSIHUA TepMMHana U COCTOSIHUSA BCEX ero pecypcoB Haxmute B MeHo Web-
nHTepdenca: CoctoaHue. OTKpoeTcsa CTpaHuua ¢ paboyern obnacTbio crieayroLero euaa:

8.

OfEwauT cTaTyc

HiCMONE308HIsE

Her
MAND .

LaclogHo Ha
fal ot

Lo |
P

L]

e

CEPBUC

[na obcnyxmBaHua TepMuHana:

1.

9.

Haxmute B MeHio Web-nHtepdeiica: Cepeuc. OTkpoeTcst cTpaHuua ¢ paboyen obnacTbto
cnegywoLlero Bmaa:

DEuoRMEHE MR -
BETPOEHKGMS BrifiepuTe $ailn | DaAn me Bolipan

Mg

CEuoRnEHMD
HTTFE BrifepTe ain | Tann B2 aofipan
KIE0=3

DO B O
HIDBDAMEHWE BrifeniaTe :F-al-'h-l ain B sufpad
MARKSH

,D,J'IFI nepesarpy3km tTepmMmmHana HaxXMmnTe KHOMKY I'Iepesarpysvm:.

Ana ynaneHus Bcex otnedaTkoB n3 Morpho Haxmute KHOMKy YaanuTb Bce oTnevyaTku u3
Morpho.

Ona obHoeneHna BcTpoeHHoro MO TepmuHana (NPOLUMBKM) YKaXXUTE C MOMOLLbIO KHOMKM
Bbi6epute chamn mMecTto pacnonoxeHusi gavina npoLMBKA U HXXMUTE KHOMKY 3arpy3uvThb.
O6GHoBMEeHe NPOLUMBKM 1 KMoYa BCTyNaeT B CUITy Nocne nepesarpyskn TepMuHana.

Ona obHoBnennss HTTPS knoya ykaxute ¢ nomolibio kHonkn BbiGbepuTte cdamn mecto
pacnonoXxeHus avna NpoLMBKA U HaXMuTe KHormky 3arpy3uTb. HayHeT oTobpaxartbcs
nporpecc 3arpysku anna, nepesarpysmTb TEpMUHAN MOXHO ByAeT TOMbKO Mocre OKOHYaHUS
3arpysku.

Ana 3arpy3kn (POHOBOro M300paXKeHUs yKakuTe C MOMOLbi0 KHOMKuM BbiGepuTte dann
MECTO pacnonoXeHus darina NpPoLUMBKA U HAXKMUTE KHOMNKY 3arpy3uThb.

OOBABJIEHUE KUPUNITMYECKOWU (WINDOWS) KOOUPOBKU ANA
BPAY3EPA SAFARI HA MACBOOK

1. 3anyctute TekcToBbIN pegakTop TextEdit, nanee Hactponku - OTKpbITUE U COXpPaHEHue,
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Hacrpoe s

Hoswmi gokysest | OTapuTee @ CoXpadesne |
Mo eimpeitae dadina

T MreopRposaTE MOWAK LW SopusTipoaaeas HTML

| MneopeposaTe oulnie Sopuaripeadioms ATF

Np coxpres e amng

1"- VEANETE PEMEisyE sonig hadag
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2. ameHunte napameTp KognpoBka danna npoctoro tekcta B 0benx ctpokax OTKpbiTUe

cdannoB 1 CoxpaHeHue channos Ha Kupunnuyeckasa (Windows). [1na atoro:
a4 HaXMWTe Ha CTPEesKy Bblbopa B KOHLIE CTPOKM — NOSIBUTCS OKHO Bblibopa:
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a2 HaxmuTe HacTpouTb CNAMCOK KOAMPOBOK, B MOSBMBLUEMCH OKHE
Kupunnunyeckasa (Windows):

(] (2]

ol SUSE L HLR RA L RR E

LoWEIRIN 037 PR, STk e TIIHIE P kiR

T Feoee (REE

H EL RS L P P B

T WHrTRARER R (T A= m
T Aemierapa R B0

T mypdpaH (Har O

R T LT 1

TaEpane g _': L LhganiHr = Lz _': L LldHISpPIHEE __I

3. JobGaBneHne KOONPOBKN 3aBEPLLEHO.
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000 «[MOPKo»

Call-ueHTp: 8-800-333-52-53 (6ecnnaTtHo)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepbypr,
[MonntexHuyeckas ynuua, gom 4, kopnyc 2

TexHuyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnaTHO)
Ten.: (812) 247-04-55

system@perco.ru - Nno Bonpocam o6CcnyXnBaHUs 3NeKTPOHUKM
cucteM 6e3onacHoCcTh

turnstile@perco.ru - no Bonpocam o6cny>xnMBaHUs TYPHUKETOB U
orpaxgeHum

locks@perco.ru - No Bornpocam o6Ccny>KMBaHns 3amMKoB

soft@perco.ru - No BoONpocam TEXHUYECKOM NOAAEPKKN
nporpamMmHoro obecne4vyeHus

WWW.perco.ru

Kop. 07.08.2019



WWW.PErco.ru
Ten: 8 (800) 333-52-53



